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What is PKI?

» Based on Public Key cryptography
Alice and Bob want to communicate without exchanging
keys
Pair of keys: Public / private
Trent is introduced: Trusted Entity

e Tools, protocols, services, clients (Technology) and
processes (= Infrastructure) involved in managing the
lifecycle of digital certificates

» Technical representation of an organization's trust
boundaries

» NOT: A silver bullet that solves all identity management
and security issues.



What is a Certificate”
» Electronic counterpart of
passport or driver license o] contree it

® |SSU€d tO entltleS HumanS, This certificate is intended for the following purpose(s):

* Allows data on disk to be encrypted

maChlneS, SerViceS | * Protects e-mail messages

» Proves your identity to a remote computer
» Linkage of
Something which identifies
an entity

Contact data, naming
attrlbutes’ Org |nf0rmat|0n . Valid from 24.01.2007 to 24.01.2008

 Attributes and extensions |
according to X.509
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o Compliance <insert buzzword like SOX here>

* Modern knowledge worker lifestyle results in new risks:
Stolen notebooks
Remote access to corporate networks
Protection of the (virtual) network perimeter

e Part of bigger picture: Identity management
Caveat: Resulting in projects and solutions that try to "solve
anything"

e Replace island-type existing solutions

Many applications contain tools to create "their own
certificates

Can be simple or can be management nightmare
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What is PKI ? (cont'd)

e ... and why are there challenges

 Certification Authorities issuing certificates.
End-entities (have to) trust CAs — Lois of
Trents with complicated relationships

» Repositories publishing CA certificates and ﬂ
<&

end-entity certificates — URLs that may
not be accessible

e Processes, processes, processes — Most
underestimated part of PKI solutions

e Policies, policies, policies — Integration of
non-IT departments, company politics,
paperwork






