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Introduction

o Any experience with digital certificates?

o Short introduction of students and lecturer
« Experience with certificates or related technologies
« Expectations with respect to this lecture

o Authenticate!
 Who are you?
 How do you prove that to somebody else?

« Why do you believe that your colleagues are who they
pretend to be?

« What/ who defines what you are permitted to do at the
university campus?

o Digital certificate: Electronic counterpart to passport or
driver license.
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Agenda | Overview

o Day 1: Definitions, basics, standards,
protocols (Encryption, signature), X.509
certificates, PKI components.

o Day 2: Kerberos protocol, real-life
certificate usage, risks (Attack on MD5).

o Day 3: PKI and certificate lifecycle
processes, other types of certificates, lab
walk-through.

o Labs: Guided self-study, virtual machines
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Grade / Examination

Students need to be present at lectures: 75% of the total lecture
time.

Lab exercises will be assigned to teams of two persons.

Summary of the lab exercises has to be provided by every student

« Documentation of the work done and answers to questions included in
the lab descriptions (separate set of PPT slides with step-by-step
instructions)

Answers to questions included in lab description required
« General questions
» Questions specific to lab exercises
Both documentation items and answers contribute to the grade.

If a member of the team is no satisfied with the grade issued to the
team:

« -2 Individual additional guestions will be given to one student only (at
request)
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Agenda | Day 1 + %2 Day 2

o Definitions: Authentication, Authorization,
identification

o Principles and protocols
o X.509 standard
o Brief summary of algorithms

o Public Key Infrastructure basics and
Implementation (to be continued at Day 2)

AuthN, AuthZ, PKI Lecture Slide #5



Intention: Challenges

o 'Modern information workers'
* Mobile work force: Remote access to corporate

ressources

« Contractors, temp. work force

* Virtual, global teams: People might not know each

other from face-to —face meetings

« 'Web 2.0

« Sensitive data on laptops
o Blurred network perimeter

 Wireless LAN

 (SSL) VPN, extranets...

 Mobile devices
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Intention: More Challenges

o 'Compliance’
o European Signature Directive
o Ambitious projects with lots of interfaces

Compliance initiatives driven by legal departments

ldentity management projects driven by HR
departments

Network security projects driven by IT department

Corporate card projects driven by IT and/or Facllity
Management.

'Island type' solutions that use digital certificates
and/or create their own certificates
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Chicken and EgQg

o ldentity management — e.g. based on certificates —
should improve currently used 'weak' processes.

o BUT: A certain level of identity management has to
be In place already to provide the basis to issue
strong credentials

o Examples:

e Smartcards should be issued to external and internal
users — you have to know who your external and
Internal users are

 Employees' computers should be given full network
access, guests' notebooks only internet access.
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Basics and Protocols

Definitions, Principles, "Big Picture”
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O O O O

Ildentity: the "true self" of this entity
Entity (in IT): User, service, machine
Security principal: Entity that can be authenticated

Credentials: Something the entity possesses and presents for
authentication purposes and/or the entity receives after
authentication.

Identification: Confirmation of the identity, linking the identity to a
security principal.

Authentication: Confirmation of the claim made by an entity about
Its identity. As a result of successful authentication, the entity obtains
credentials.

Authorization: Determination of the rights and permission of a
security principal with respect to a certain system, domain, realm,
resource.

RBAC: Role Based Access Control
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AuthN versus AuthZ

o Authentication and authorization may be
performed by the same system

* 'Island solutions'
* Plus: May be simpler to implement

* Minus: In complex and heterogeneous environments
you will end up with lots of island-type systems

o Best practice: Separation of AuthN and AuthZ
« Authenticate once

» Every system authorizes and entity based on the
credentials it presents.
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AuthN versus AuthZ: Example

o Universal badge / card for access to buildings, recording of
working hours and access to IT systems

o Combination of different chip systems on one hardware token
o Authentication by different central systems due to different
standards and technologies (contact/contactless)
« Database associate with information on owners of contactless
chips (MiFare, Legic)
« Central repository managed by the IT department (network

operating system, corporate directory, e.g. Novell or Active
Directory)

o Authorization

« Validating the user's permissions to log the beginning of his
working hours only at specific doors

« Permissions on file servers that reference the security identifier
of the user as listed in the corporate directory.
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AuthN/Z and Cryptography

Authentication has to be based on protocols

Protocols have to be implemented by all parties
Involved - have to be standardized

Secure protocols make use of cryptographic
methods and technologies

Authentication: User uses secret (key, password, key
based on passphrase...) to perform a cryptographic
operation on a piece of information in order to prove
that he possesses the credentials.

Authorization: AuthZ systems manage lists of
permissions and system rights = rules in terms of:
Entity X (as per credential, e.g. user name) may do Y
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Why Do We Need Protocols?

o Sender A and recipient B (Alice and Bob) do never
meet face-to-face

o Justice: Alice and Boc must not cheat
o Eavesdropper (Eve) should not be given a chance

o Active malicious attackers (Mallory) should not be
given a chance

o If Alice and Bob never meet, secure protocols need to
Involve a third trusted entity = Trent

o Note new risks associated with introducing Trent:
« Trent might also be corrupt

* Attacking Trent or eavedropping Trent's commuinication
could be more appealing than attacking Alice or Bob
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Secure Authentication by Protocols

o Protocols for AuthN: A set of steps the
authenticator and the entity to be
authenticated have to follow.

o Secure authentication Is always based on
protocols. Cryptography / technology
only does not give you security.

o Examples of everyday protocols:
 How to cut a pizza in a fair way?
« - Cut and Choose Protocol
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Delivery of a Locked Suitecase

o Alice wants to send a suitcase to Bob with
sensitive content. Goals:

* Nobody must be able to open the case except A
or B (Confidentiality)

* Bob needs to know that the suitcase is sent by
Alice (Authenticity)

o Protocol

1. Alice puts her padlock on the suitcase and
sends it to Bob

2. Bob puts his padlock on it (in addition to
Alice's) and sends it back to Alice.
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Locked Suitecase Protocol (2)

o Protocol - continued

3. Alice removes her padlock and send the
suitcase back to Bob

4. Bob removes his padlock and opens the
suitcase

o Caveat: If this should be transferred to
mathematical operations, you have to

make sure that operations are
commutative.
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Virtual Coin Flipping Protocol

o Goal:

+ Alice flips a coin and cannot exert influence on the
result.

* Bob should gess: Heads or tails?

* Alice must be forced to disclose the correct result to
Bob.

« Equal chances, no cheating
o Realization

1. Alice creates a random number X. X turns out to
be even of odd. (Needs to be truly random.)

2. ...and calculates its hash value f(x)
3. Alice sends f(x) to Bob who cannot calculate x
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Coin Flipping Protocol (2)

o Realization continued:

3. Bob guesses: xis even or odd. He sends his
estimate to Alice.

4. Alice discloses xto Bob

5. Bob calculates f(x) to confirm that Alice has
not cheated.

o Risks in implementation:
* True random number generator
* Hash function security
* No |leakage of x
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Cryptography in a Nutshell

o Plain text - [Algorithm and key] = cipher
text

o Best practices
» Algorithms are standardized and public
* Only the key Is secret!

« Security <> putting the secret into a safe and
hiding the safe

« Security = giving the attacker a safe with
specifications, relying on the strength of the
algorithms and the size of the key
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Symmetric versus asymmetric

o Asymmetric: Private/public key pair

o Symmetric: Alice and Bob share the same
key

o In most Implementations a combination Is
used for performance and security reasons

« Symmetric algorithms are faster

* You do not want to use the asymmetric key that
often — the more often a key Is used the easier it
might be to decrypt data (due to patterns in
transmitted messages - Example: Enigma)
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Encryption Protocol

. Alice encrypts data using a symmetric key

2. Alice searches for the public key of Bob in a
(public) directory

3. Alice encrypts the symmetric data encryption
key with Bob's public asymmetric key

. Alice sends the encrypted data to Bob

. Bob decrypts the data encryption key using his
private asymmetric key.

6. Bob decrypts the data using the data encryption
Key.

Note: Bob cannot be sure that the data have been
sent by Alice.

o1 b
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Encryption: Implementation

o Alice has to find Bob's public key "with reasonable efforts"
» Directories or direct exchange of keys / certificates
o Thereis no universal directory, nor are there universal "Trents"

 Reality: Many providers of certificates, providers are certified by OS and
browser vendors. Users or system admins rely on vendors.

o Protocols used to generate and distribute keys
« X.509 certificates
PGP — Pretty Good Privacy
o Protocols used to encrypt and decrypt data
 SMIME e-mail encryption
o Challenge: Processes for key / data archival and recovery
« Data: Encrypt data also for 'super users'

« Keys: Store users' private keys also centrally and allow restricted
access to these keys (e.g.: 4-eyes-principle)
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Digital Signature Protocol

o Alice creates a hash value of her data

She encrypts the hash using her private key
o Alice sends the following to Bob:

« the data Iin clear text

* the encrypted hash value

* her certificate including her public key (optional)

Bob verifies Alice's public key, e.g. by checking with Trent
Bob decrypts the hash value using Alice's public key
Bob generates a hash value from the data

He compares his hash value and the one Alice has sent. If
they are equal he knows:

« That the data are originating from Alice
« The data have not been tempered with in transit

O

o O O O
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Signature: Implementation

o Different key pairs for signature and for encryption

 Encryption key may be escrowed, signature keys may not
(legal argument, not a technical requirement)

o Same technologies as for encryption, but processes
and challenges are completely different.

o Many systems require to check the point of time a
sighature was made

* The time should also be confirmed by a secure protocol
and should not be forged (such as: using the time at the
signer's machine)

- Example: Signature on code or macros. Without a
(cryptographic) time stamp, code would have to be
resigned when the. signer's key becomes invalid
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Key Exchange in Public Key Crypto

Alice and Bob need to exchange their public keys
Alice creates a random symmetric session key

She asks Bob for his public key

Bob sends Alice his public key

Alice encrypts the session key with Bob's public key
and sends the encrypted session key to Bob

Bob decrypts the session key using his private key
Repeate with Bob requesting the public key from Alice

This protocol makes sure that the sender of a public key also
possesses the corresponding private key

Risk: How does Alice ever know she is communicating
with Bob (and vice versa)?

O O O O O O O O O

O
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Key Exchange In Practice

o The whole purpose of PKI — Public Key
Infrastructure - Is to ease and support the
process of 'seamless' exchange of keys.

o Typically clients = applications search for
keys and exchange keys, the end-user
should not be bothered with having to
manage keys.

o Organizations manage directories holding
keys of its employees or persons of partner
organizations.
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Man-in-the-Middle Attack

il

Alice and Bobs wants to exchange their public keys.
Alice believes she is sending her public key to Bob

Mallory intercepts the communication and sends
HIS public key to Bob instead of Alice's

He also send his key to Alice instead of Bob's

When Alice tries to communicate with Bob, she
encrypts her session key with Mallory's key

Mallory intercepts the message and decrypts it with
his private key

He encrypts the message again with Bob's (real)
publiy key and sends it to Bob

Bob decrypts the message using his private key.
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Comment on Man-in-the-Middle

o Peter Gutmann: Security Theatre

o How would you try to hack amazon.com's
database of credit card numbers?

AuthN, AuthZ, PKI Lecture Slide # 29


http://www.cs.auckland.ac.nz/~pgut001/

Interlock Protocol

. Alice and Bob send their public keys to each other
— Mallory would be able to replace them

. Alice encrypts a message for Bob with Bob's public
key and sends ONE HALF of the encrypted
message to Bob.

Bob creates sends a short reply
(achknowledgement), encrypts it with Alice's public
key and sends ONE HALF of it to Alice.

. When Alice has received Bob's reply she sends the
second half of the encrypted message; then Bob's
sends the other half of his encrypted reply.

Bob and Alice can now put together the two halves
of the message and decrypt it using their respective
private keys.
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Interlock Protocol (2)

Why does this mitigate a man-in-the-middle attack
by Mallory?

o The full message can only be decrypted if both
halves have arrived

o Mallory would have to replace half by half, he
cannot wait for the second half — so he would
have to create a completely new message.

o He would need to know exactly what Alice and
Bob are talking about. If Alice and Bob ever
communicate via another channel and refer to
this communication his attack would be noticed.
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Trent acts as a Mediator

o Definitions
« Certification Authority, CA
« Key Distribution Center, KDC

o Trent = KDC, CA

o Certificates
« contain the public keys of Alice or Bob
« Contain A's and B's name, date of birth etc.
- are digitally signed by Trent

o No chance for Mallory
 |f Alice and Bob both trust Trent
« Trentis not currupt

« Mallory cannot guess the private key from the public key Iin
a "reasonable amount of time".
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Time-Stamping Protocols

o Messages are sent / modified or signed at
a certain point of time indicated in the
message / file.

o If the time stamp can be forged Mallory could
'replay' a message later.

o A certain quality of a time stamp may also be
required for legal reasons.

o Challenge: Trent may be asked to time stamp
a document without being allowed to keep
a copy of the data the time stamp refers to
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Time-Stamping Protocols (2)

Realization:
o Alice creates a hash value of t
o Alice sends the hash value to

ne file
‘rent

o Trent adds the date / time prod
standardized 'official' clock and

uced by a

stamps together with Alice's
o He sends the signed data to Al

signs this time
nash

ce who adds it to

ner message / file as an attribute.

o If a signed file (code) is timestamped, the digital

signature on this file (code) is ti

mestamped as it

Includes the hash of the original file.
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Goals in Public Key Cryptography

o Alice and Bob only need to exchange public
keys
o Based on trust in another entity they can be

sure that their public keys have not been
forged

o Certificates and public keys can be
invalidated = revoked

o Certificates have a limited validity period to
compensate for the practical security limits
of asymmetric cryptography
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Other AuthN Protocols

o Public key crypto based on X.509 certifficates
IS Just an example!

o Authentication can be based on other
methods based on technologies of similar
strength using different 'tokens' or
'‘credentials’

o Common elements of AuthN solutions

« Agreement on trust in other entity or cross-
trusting each other

* Entities present tokens that are based on
encrypting and/or signing data
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X.509 Certificates and Public

Key Cryptography 101
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X.509v3 Certificates

o Signed files that contain
* Public key
* |dentity information

 Information that allows to check the validity of the
certificate

o Comparable to passport or driver license
o One CA may certify another CA - hierarchy

o X.509 certificates (public information) are
standardized ( ) —
but there are different ways to store private keys.

o Different formats / encodings: DER, PEM (BASE
64, PKCS7
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Keys for X.509v3 Certificates

The private key has to be stored in a secure location

« Hardware token

« Software location protected by another key and/or passphrase(s)
Computational security: RSA, Elliptic Curves

Certs. / key are typically assigned to users, machines or
services

Keys are typically generated at / by the client / subscriber
(Alice') and only certificate requests containing the public
key are sent to a certification authority (CA, "Trent")

Private keys may also be sent to Trent for escrow, but then
the key has to be encrypted by another public key belonging
to Trent.

Private keys may also be created centrally and distributed
to ssjbscribers (less secure) e.g. via a PKCS#12 file (.pfx, -
pl2
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GUI Tools for Cert. Inspection

o Windows certificate viewer

* Double-click certificate from file or IE browser
address bar / page properties

* Certmgr.msc or MMC - Snap-In - Certificates.
« Mainly equivalent to Internet Explorer cert. store viewer

* Internet Explorer SSL cert. viewer

o Firefox certificate viewer
« SSL cert. viewer, start from page properties
* Tools, Options, Certifictes / Security Devices

o GUIs for command-line tools, such as JAVA
Keytool
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X.509 Certificates Demo (GUI)

- ﬁ Certificate - - : - ﬁ

L
Certificate

| General | Details |Cerﬁﬁcaﬁun P'aﬂ'||

General | Details | Certification F‘aﬂ'||

Show: [q.ﬁ.]l::- v]
g Certificate Information
Field Value i
This certificate is intended for the following purpose(s): D'u'ersiu:un V3 1
: ;llnugsctdsa;:amnal?l ?Aselésh;gbeesenuypted BSEriaI rurnber 14 a5 41bd 00 00 00 00 00 05
* Proves your identity to a remote computer DSignab_lre algorithm shalRSA
Dlssuer punktwissen CA, punktwissen ...
D'l.-'alid from Donnerstag, 25, Janner 2007 ...
D'l.-'alid Freitag, 25. Janner 2008 00:4...
=1 skl e REA F1074 Rite) il

Issued to: Elke Stangl | punktwissen

E = elke @punktwissen.com

- CM = Elke Stangl | punktwissen

Issued by: punkbwissen CA 0Ol = IT Security and PKI Consulting

Ol = punktwissen Proyer und Stanagl CEG
DC = universe

Valid from 25.01,2007 to 25012003 DC = everything

‘fl:' You have a private key that corresponds to this certificate.

Edit Properties... ] [ Copy to File. .. ]

Learn more about certificates Learn mare about certificate details
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CMD Tools

o Windows certutil and certreq

* Windows 2003 adminpak (Certcli.dll,
certadm.dll, certutil.exe)

 Windows 2008/Vista: Part of OS

o Openssl|
* Open source toolkit
« Commercial version available

o JAVA Keytool
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Tools Reference

o Download
* Openssl source

* Openssl Binaries

» Certutil / certreq are part of Windows 2003 server admin tools. Starting
with Vista part of all OSs

 http://mwww.microsoft.com/downLoads/details.aspx?familyid=86B71A4F-4122-
44AF-BE79-3F101E533D95&displaylang=en References

« Java Keytools GUI:

o Syntax
* Openssl X.509 syntax:

« Certutil syntax:

e Certreq syntax:
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http://www.openssl.org/source/
http://www.openssl.org/related/binaries.html
http://yellowcat1.free.fr/keytool_iui.html
http://www.openssl.org/docs/apps/x509.html
http://technet.microsoft.com/en-us/library/cc773087(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc773087(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc773087(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc755435(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc755435(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc755435(WS.10).aspx

X.509 Certificates Demo

o Find a certificate
« Access some https website, e.g.

« Search in the directory of a cert. Provider for user certificates,
e.g.
o Export certificate in different formats
« BASE64 / PEM (w/o chain)
« DER
« P7C (w/o chain)
o Inspect the contents with
« Firefox SSL cert viewer
* Windows GUI viewer
* Certutil —-v <Cert>
* Openssl x509 —-text —-1n <Cert>
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X.509 Certificates Demo (cmd)

AuthN, A

stem32\emd.exe
KeylD=c8 34 a3 4a 3% 10 fB8 5a d3 3a 2e de 4a 13 6a fa 48 cf 1b &7

2.5.29_31: Flags = B, Length = 63
CRL Distribution Points
[1]1CRL Distribution Point
Distribution Point MName:
Full Hame:
URL=http://punktwissen.comnspunktwissenCA_crl
URL=http: - /punktwisszensCertEnroll/punktwisszsenCA.crl
1.3.6.1.5.5.7.1.1: Flagz = 8. Length = 75
Authority Information Access

4]

[1JAuthority Info Access
Access Method=Certification Authority Issuwer €1.3.6.1.5.5.7.48.2>
Alternative Mame:
URL=http: 7punktwiszsen.con/punktwissenCA.crt
[21Authority Info Access
Access Method=Certification Authority Issuwer €1.3.6.1.5.5.7.48.2>
Alternative Mame:
URL=http: - spunktwissensCertEnroll- punktwissenCA.crt

Signature Algorithm:

Algorithm ObjectId: 1.2.848.1135492.1.1.5 shalRSA

Algorithm Parameters:

A5 AR
Signature: UnusedBits=A

B 69 b2

gaie 29 59 2e

AR2A b3 2F

A3 23

Ba48 cA

BEse e?

AAGA f£4

515 17 5 I 5

Bage cf

Ba8  ?h

BRaB 33

AALA dc

BAcl 1h

Bade ab

BBed 90

AAfA  4a
Mon—root Certificate
Eey Id Hash{»fc—=shal>: Bc ca ch 28 B3 b2 5c c5 83 ed 6c 47 28
e
Key Id Hash{shai»: Pc 66 32 19 d? dd db6 66 a4 4d f8@ Pa 17 88 Yc dB al el dc B6
Cert Hashi{md5>: dd 55 8f 2b db 63 93 9f cb e2 92 3f fa %e 8d 46
Cert Hash{(shal>: 78 dc 5e 632 6h 22 be 7?7 ca 1f f@ ce 52 £f3 bh 53 2¢c aa ef hb
CertlUtil: —dump command completed successfully.

C:~UzsersselkesDesktopX
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X.509 Standard

o RFC 3280
Defines the structure of certificates and revocation lists

o Basic certificate fields (v1)
« Validated and enforced by (nearly) all applications
« Most important: Public key
« Data that will be signed by CA
o Extensions (v3)
« Optional only. Many application do not validate them!
* Not included in to-be-signed part
 Some of them added by CA

« Many, many options. Rules for names, URLS, components of attributes
are not extremely strict

o Common errors
* Apps. Do not follow RFC 3280

» Different components of a solution (server/client) interpret MAY condition of
standard in a different way

O
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X.509 Basic Fields

o Subject Name:
* Note that encoding of the name may be important

« Today: UTF8 recommended, Printable String still
used frequently

o Issuer Name (Encoding!)

o (X.509) version

o Serial Number: typically random

o NotBefore, NotAfter

o Public Key

o Signature Algorithm and Hash Algorithm
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X.509 Extensions

o Key Usage: Signature vs. encryption
o Extended Key Usage: Client application type

o AlA: Authority Information Access — different types
« CA certificate of parent CA
 OCSP revocation information (Online Certificate Status

Protocol)

e Sequence of several URLs
o CDP: Certificate Revocation List Distribution Point

-> blacklist issued by parent CA

« Seqguence of several URLs

o Certificate Policies

« URL with policies document, object identifier

AuthN, AuthZ, PKI
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X.509 Extensions (2)

o Alternative Subject Name: Different auth.
apps. may need different forms of the name

« RFC822 e-mail address
 DNS: Fully qualified machine name
* Principal Name: Logon name

o Basic constraints: Path length of hierarchy

o Subject Key ldentifier (SKI): Hash of
subject's key

o Authority Key Identifier (AKI): Hash of CA's
key and/or issuer name
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Revisit Demo Certificate

o All attributes are associate with OIDs
(object ID numbers)

o Name components are encoded, encoding
IS specified in the certificate

o Date time values are in UTC format

o Tools display known attributes in a 'nice
way' — replace OID by values and date
time in local time format
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Path Validation

o Subject = Subscriber

o Validator = Relying party { =
o Relying parties tries to find: e

e CA certs. In the chain

—> path discovery E
e Revocation lists in the chain N0

o Path ends with root certificate
 Root - Subject = Issuer

o Attributes of each file are
checked (hopefully)

—

|

°::
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Path Validation and Matching

o Name match

* |Issuer field in subject’s certificate = Subject field
in issuer's certificate

* Encoding may be important (binary check)

o Key match
o AKlI field in subject’s certificate = SKI in issuer’s certificate

o Exact match: AKI field in subject’s certificate
contains
« SKIl in issuer's certificate
* |ssuer's name
* |ssuer’s serial number

AuthN, AuthZ, PKI Lecture Slide # 52



Revocation: CRLsS

Serial number of certificate to be invalidated are added to a black
list = Certificate Revocation List = CRL

CRL = file signed by issuing CA that signed certificates

Reason and revocation date: Key compromise, cease of
operation, certificate hold < allows for un-revoking

Relying parties can retrieve CRLs from publication points
referenced in the certificate (typically LDAP pr HTTP)
CRLs may be cached at the relying party

« Revocation information is not up-to-date

» ... but caching helps to mitigate CRL publication point outages. CRL
IS server is most critical part of PKI!

CRLs may grow to several 1000kB - larger than maximum
supported value of some applications (typically 256kB)

If CRLs cannot be found at the CDP and/or only expired CRLs are
found - application may consider certificate as being revoked!
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Revocation: OCSP

o Online Certificate Status Protocol

o Alternative to CRLs

o http URL added to AlA certificate extension
O

Web application, OCSP server certificates =
performance!
o Protocol

 Relying party asks OCSP server for status of specific
certificate issued by specific CA (serial number / issuer
name)

« OCSP server retrieves status from CRL or CA database.

« OCSP server generates signed response specifically for
this request

« Small responses - solves problem of large CRLs
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Cert. Chain Selection

o Different cert. chains might connect one client certificate to
different root certificates

 Internal root CA might have a second certificate issued to it by a
public CA

« Same key might be used by differnent CA certificates.

* An'intermediate' CA in chain 1 may also serve as a root CAin
chain 2 (shorter chain) = two certificate associated with the
same key.

o PKI clients associate weights to chains
« Shorter chains preferred
 Certificates including Certificate Policies preferred.
 Name or key match perferred
« Name match might require binary match.
* Depends on application!
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Common Pitfalls in Implementation

Limitations in validating chains re keys and length of the chain.
Some Networking clients / appliances are not able to validate:

» Public keys > 2048bit
 More than 1 or 2 levels in a hierarchy of certification authorities
Special characters in certificate - support by applications required

Clients cannot access URLSs in certificates
« By firewall rule
» Protocol / syntax not understood
 URL is outdated / not populated

 Note: Since not every application is validating all extensions,
authentication may work until the first "rigorous" application is
Implemented

(Otherwise optional) extension are marked as critical

RFC 3280 recommends non-directory names in Subject Alternative
name attribute instead of subject name (empty subject name!) -
not supported by all clients.
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Common Misunderstandings

o Confusion of path validation / path
discovery and explicit root trust:
* Finding a root certificate at a URL does not
yet imply trust
o Intermediate CA certificates need to be
distributed

e Intermediate CA certificates should be
discovered following AlA
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Demo: Walk-through chains

o Typical SSL certificate chains

o (e_g_) !a https://www.amazon.com/ - “1‘
* Follow chain using (different browsers)

o Austrian citizen card
« Search for user certificate In =

* Download certificate &
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Using Certificates for AuthN/Z

o Authentication
« Based on the possession of the private key

* User has to sign a challenge presented by the
authentication application

o Authorization (?)
» ... makes the certificate a driver license rather than a
passport
 Certificates for specific purposes, denoted by
« Extended Key Usage
 Key Usage
 Certificate Policy (OID)

* Access rules built on name components, such as
Organization Unit (OU=) or organization (O=).
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Protocols & Maths used In

Public Key Cryptography

Quick overview — Covered In other
Lectures also
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Diffie-Hellman (DH)

o Creating a symmetric key without exchanging
a key

o Roughly similar to the secure delivery of the
locked suitcase

o Challenge: Find proper commutative
operations

o Whitfield Diffile und Martin Hellman: 1976

o Clues
* One-way functions
* Modular arithmetics, number theory
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Modular Arithmetics

o Also called clock arithemtics
o Used to build one-way functions

o Example
Fmod7=1 x=7?
3*mod7 =243 mod 7 =5
By trial and error (only) > x=06

o Large numbers: 4711* (mod 420815) = 666
 Trial & error becomes cumbersome
« — Computational security
 Mathematics: x = Discrete logarithms

AuthN, AuthZ, PKI Lecture Slide # 62



DH Protocol

=

Alice and Bob choose a secret number each (A, B)

Alice and Bob agree (via a public channel) on two numbers
Yund Pwith 2<=Y <=P-2

"o

3. Alice calculates YA mod P =a | Bob calculates YBmod P=b
4. Alice and Bob exchange their results in public
5. Alice calculates b~ mod P | Bob calculates a® mod P
6. Both get the same result (using(*)):
bA=[YBEmodP]A =[YBAmodP]=[Y"modP]® =aB
7. ... thus bA (= aB)can be used as a symmetric key!
8. Pre-requisite: The operation is commutative
9. Eve would need to calculate Aand B from a and b...
10.... which is 'iImpossible' as per computational security

(*) Commutation:
(Xxmodn)Y=xYmodn
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RSA: Rivest-Adleman-Shamir

o Ron Rivest, Adi Shamir, Len Adleman
1977

o Clifford Cocks 1973, but classified by UK
Government Communications
Headqguarters

o Patented algorithmus (until 2000)

» Used by RSA Secuirity Inc.

« Patent violated by first version og PGP (Pretty
Good Privacy) by Phil Zimmermann
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Number Theory Basics

Euler's Phi function / Totient funtion ®(n)
®(n) = Number of numbers that are composite to n (no common
factors)

If nis a prime number thenist ®(n) =n-1

If n is the product of two different prime numbers p and g (n = pQq) then
on)=(pP-1)(qg-1)=pg-p-q+1 | |
(n's only factors are p and g — non-composite numbers are either
multiples of p (q times) exceptpg =g -1
or multiples of g (times) exceptpq 2 p-1
subtracted frompg 2 pg—p-q+2
Subtract 1 because pq itself does not count

Multiplicative inverse operation of 'modulo n' (not as difficul tot
calculate as discrete logarithm)

l=(ax)ymodn < al=x(modn) < almodn=xmodn
Theorem of Euler-Fermat: a®™ mod n =1 [same as a®™ =1 (mode n)]
— X can be calculated (multiplying equations in blue)
a®M-1mod n = x
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RSA Algorithm

Two large prime numbers p <> g are generated
The product nis calculated: n=p *q
Euler's Phi function is calculated ®(n) = (p —1)(q - 1)

Choice of e with 1 <e < ®(n), no common factors with ®(n)
e = public key exponent, n = public key modulus
n is the value displayed in certificates.

5. Calculation of d with: d * e = 1 (mod ®(n)). Hard to do - factorization
of n required to calcuate ®(n)! Algorithms are available to calculate d
when ®(n) is available.

d = private key

6. Encryption of plain-text message M to cipher-text C
C =M®e mod n
7. Decryption
Cdmod n = (I\/IezOI mod n = M4 mod n
Medmod n = MP-DED*Imod n = M * (MkP-D@1) mod n)
.= M*MKPMmod n =M * (M®™ mod n)k= M * 1 [Euler-Fermat]

W
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Security of RSA

o e can be standardized:

* Due to performance reasons specific values are chosen for e,
e.g. 65637 = 216 +1 (only two binary digits are equal 1, simpler
calculations)

« Often random numbers are attached to M (also to avoid "weak"
Ms) - there are weak messages - mitigation by
Implementation details

o Calcucation of p, g from n and e is extremely slow

 RSA Factoring Challenge
« Status: n with 663bits / 200 decimal digits factored

« 55 CPU-years on a single machine (2.2Ghz Opteron CPU)

o Current recommendations
e 1024bit = secure until about 2010
e 2048bit & secure until about 2030
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Elliptical Curves

o Points on graph

y2= ax3 +bx + c \/
o ...form Abelian group /“

Operation: Geometric addition: [

1) connect points 2) determine \_/

intersection 3) mirror

Commutative =x7 x B _xﬂ
Closed

Zero element, inverse element

o Computational security of calc. roots comparable to discrete log.
o Powers: Doubling by tangent through point and mirror

3P=2P+P,4P=3P+P

o Field used in practice

Numbers X, y < prime p, equation (graph) is valid mod p

X, y: Bit strings with length m

Cutrrently a but string with m = 160 is considered secure

Shorter keys than used with RSA - better utilization of key storages
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Crypto Considerations

o Choice of validity period, key size and algorithms has to be
based on best practices

 NIST, NSA,
o Lifetimes are typically nested
« The child may not live longer than the parent
« All life times incl. 'all Trents' have to be considered.
e Nolt all clients are capable of using the optimum recommended
values

« Trade-Off between security and compatibility / scalability of the
solution

* Not all applications and clients may be known at design time

o Threats to Public key cryptography

 New algorithm, computational security of 'hard problems' never proven
mathematically

 Quantum Computing -2 would require defense by guantum
cryptography
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Quantum Cryptography Basics

o Polization filters for photons, inclined by angle ®

« Classical view: cos?® can pass the fiter

« Quantum mechanical: A photon can pass with probability cos?®
o Use several filters inclined by different angle

Same angle: Photon will pass both
90° to each other: Photon will never pass
45° to each other: Photon passes with 50% probability

o Components:

Two kinds of filters: Shape + or oder X
Each filter defines status 0 and 1, 90° inclined
Alice sends polarized photons to Bob

Both measure photons with (let them pass through) randomly
chosen filters

There Is a separate public channel
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Quantum Cryptography Protocol

Alice prepares photons using these filters:
X+ +xXxXxXxX+xXxX++xXxXX+++xXx + X X
1 0111010010101 1010

Bob measures photons using these filters
+ + X xXxxX+++xXxxXx+++xXx XXX+

AIicie)sends Bob the sequence of filters (x or +, not Os
or 1s
X+ + XX +X++ XX+ ++xXx + X X

Bob discards all photons that had passed through
Inclined filters (45°) and tell Alice which photons will be
chosen (sequence number of photon).

+ + X XX+ ++ XX+ + + X X X X+

Now both of them ag)ly the selection criteria to their
series of Os and 1s - common sgmmetrlc key
0 110 0 1 1 1 1
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Why Is This Secure?

o Eve changes bits

 Alice und Bob will use part of the 'good photons' to check if both
of them indeed are the same

* Orthey use some other protocol to confirm each other of having
the same key (Kerberos)

« -> detect eavesdropping.
o Eve might change some bits because at eavesdropping time
she soes not know yet if she should use x or +

o Eve might get some or all bits rights (right filter), but chances
are high that Alice and Bob would discard some of these bits

o -2 Quantum key distribution needs to be embedded into a
full protocol
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Public Key Infrastructures

... and the Role of Directories
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o Technology
 Certificate services
» Directories, publication points
 Management tools and inventory databases
« PKI clients and applications (subscribers and relying
parties)
o Processes
« Certificate lifecycle
« Contingency planning (compromise!)
« PKI lifecycle (years!)
o Organization
* Legal and HR issues
« Definition of identity and level of assurance
* Human subscribers

AuthN, AuthZ, PKI Lecture Slide # 74




CA Hierarchies

o Hierarchy is defined by signatures: parent CA
signs subordinate CAs or end-entity certificates
o Hierarchies enforce 'nested' validity periods,

typical values
* Root CA: 24 years, 4096 or 2048Dbit

* Intermediate CA: 12 years, 2048bit
* Issuing CA: 6 years, 2048bit
« End-entity: up to 3 years, 1024bit
o Child CA or End-entity may not 'survive its parent’

o Logical hierarchies can be built by cross-

certification
« = Root CA certificate renewal Is a kind of cross trust
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CA Hierarchies and Cross-Trusts

o Cross-Trust = logically subordinating to each other
o CA of chain 1 issues cross-certificate to some CA in chain 2
o Typically established at level 2 (Root CA untouched
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o Full trust: Import of foreign root — no cross-certificates
required

o Restricted trust: Cross-certificate issued to other root
CA that contains constraints:
 Validity period
* Length of path
« Names
 Certificate policies

o Bridge CA can be used for indirect trust

« Every CAtrusts bridge CA — only one trust to be managed

« Bridge CA trust all other CAs — manages a large number of
trusts.
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CAs: Public, External, Internal

o The CA service itself Is typically never exposed to
a public network.

o Butif a CAis operated in-house by the
organization's IT department, its certificates can
still be trusted by external parties

o Internal CAs can be subordinated to CAs
operated by public vendors - policies of the
vendor have to be followed, less flexible

o CA operations can be fully outsourced to an
external vendor (Note: The vendor may also need
Inbound access to the org's corporate network).
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Public PKIs in the EU

o One European signature directive, different laws in
every country

* Invoices: Advanced signature sufficient in Austria, qualified
signature required in Germany

 Different software for qualified signatures in every country
(Acrobat Plug-Ins required)

o Different classes of sighatures: simple, advanced,
qgualified

« Qualified signature require 'Secure Viewer' — What You
Sign is What You See' (currently changing in Austria)

o 'Cross-certification' by law, not (yet) 'by technology’
o Still open legal questions in cross-country invoicing
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Hierarchies in Real World
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Certificate Policies (Docs)

o Two kinds of documents
 Certificate Practice Statement
» Certificate Policy

O

o Different interpretations
1. CPS covers the whole CA and one more CPs for each end-entity

2. CPis aset of general rules and CPS covers CA and end-entities
(certificates and processes). CPS describes the "way the CP is
followed"

o CPS/CP examples: Policy documents can be linked to a certificate
by adding a URL to the Certificates Policies extension.

 Demo: Personal a-trust certificate, Verisign web server certificate
o Both documents together (if done thoroughly) contain

« PKI operations handbook (excl. sensitve details)

* Process descriptions

» Legal disclaimer
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Certificate Policies (Technical)

Blueprints for certificates: Only a few attributes should be
changed by an end-user or server admin.

Enforcement of security guidelines: minimum key size, fixed
validity period, validation of names, pre-defined validation URLSs

End-entity certificates used for authentication typically need naming
attributes that have to be read from existing directories at
enrollment time

Storage of the private key: token or software, which type of store,
which access method (PKCS#11, Windows CryptoAPI)

Permissions who is allowed to enroll for certificates -- chicken-
and-egg-problem of PKI / identity management

CPS extensions should be validated by replying parties. CPS
hierarchy

« CA must contain all CPSs that are referenced in subordinate certificates
or

* Needs to contain the All Policies OID (‘transparent’)
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PKI Design

o Know all current and future PKI clients (if possible)

o Compare requirements:

« Certificate attributes and extensions needed for
applications (including 'exotic' once such MD5 hash only,
Netscape extensions for SSL server, custom Extented Key
Usages)

« Client limitations: can check only 2048bit etc.
e Security requirements: key size, enrollment process
o Define certificate profiles (set of attributes) and
Intended processes
o Define the CA hierarchy based on
 Insourcing versus outsourcing
« Trust boundaries, delegation of administrative tasks
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CA Private Key Protection

o If CA's private Is stolen (‘compromised’) all
subordinate certificate need to be revoked
o Technical risk mitigation
 Hardware Security Modules (HSMs)

« 4-eyes principles enforced by HSMs and CA software,
split administration

o Risk mitgation through organisation and processes
« Access to data center, physical security
* Org. 4-eyes principles
o Auditing
« CAKkey usage
* Privilege use
* Revocation, suspension, un-revocation
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PKI Implementation

o CA hierarchy can be implemented rather
fast

o PKI clients typically require extensive
testing and piloting because not all
requirements with respect to attributes or
limitations are known from the beginning

o Challenge: Creation of a scalable PKI
Infrastructure that fulfills future needs
without knowing all these requirements.

o End user and helpdesk training
o Roll-out of certificates to users / machines
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L DAP Directories

'‘Leightweight' version of DAP — Directory Access Protocol

o LDAP is not only a directory, but provides also ways to update
and search the directory
o Object types defined by schema, e.g.
« User objects
« Computer objects
« Certification authority objects
« CRL distribution point objects
o Difference to relational database in a nutshell

« Hierarchy of objects

» Every objects has a specific position in a hierarchical tree of
objects

« Think of an arrow pointing to an object

O
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X.500 Names

o Subject and issuer are assigned names that can be
searched for in a directory

o Pointed out by 'PKI critics' Peter Gutmann:

o The original idea:
« A worldwide hierarchy of objects, CA and users
* Meaningful names
o -2 Basically turned into 'blobs' that can be populated with
whatever you like
o Options:
+ Original X.500 idea - Organization and locations:
OU=, O=, L=, S=, C=
(Org. Unit, Org, Location, State, Country)

 DNS has been added: DC=, DC=, DC=
(Domain Components, DC=company,DC=com)
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Directories and Chain Validation

o LDAP used for different objects

o 1) Path validation — URLs added to certificates
 CA certificates
 Revocation lists

o 2)Users' public keys
* Needed for encrypting data
« E.g.: Send encrypted e-mails to specific users
* 'Phone book', ‘corporate directory'

o The LDAP URL used in the AlA and CDP extension typically do not fully
match the X.500 name in the Issuer field.

o LDAP versus HTTP

» There are devices that can only speak one of the protocols

« LDAP directories may replicate, HTTP web servers may be load-balanced. (Benefits of
replication only of clients can access the 'nearest' LDAP server - server-less syntax
LDAP:///)

- HTTP eases cache management utilizing HTTP Expires header. E.g. CRL or OCSP
response valid for 1 week, but client is instructed to fetch new revocation informations
proactively every day as per HTTP header.
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LDAP Name Spaces

o Lab 1: Active Directory used as PKI directory

o Note: AD is both directory as well as network operating
system / Kerberos Distribution Center. There is also a
dir-only version: ADAM = Active Directory in
Application Mode (can be compared to the "LDAP
only" directories like iPlanet)

o Directory partitions:

« Schema, configuration, domain - different name spaces =
parts of the naming hierarchy

« Application partitions
o Location of PKI related objects
« Users and Computers - domain partition
« Trusted CAs, CRLs, templates = configuration partition
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Directories and Trusted Objects

o Distinguish between

 Lookup / discovery of certificates (finding the at
LDAP://, HTTP://)

« Trusting a certificate

o Yet directories can be used to distribute trusted
certificates, If clients are able to download certs.
from the directory to a trusted local store

* Trusted root certificates
* Trusted Publishers (code signers)

o The type of store depends on OS / application
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Certificate Issuance

o Request file is submitted to CA
* File-based (PKCS#10)
* In a session using other protocols (RPC/DCOM/HTTPS)

o Request may be completed automatically with data
from the directory (typically: names)

o Approval by registration officer may be required

o CA validates the request against policies and returns
the certificate

o The certificate can also published to the directory.

 Note: The binary certificates in a directory are typically not
required for authentication, but for allowing other parties to
retrieve the public key.
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O

O

O

Certificate Management

PKI solutions consist of
« Core certificate services

* Policy and Exit Modules = to implement processes /
workflows for certificate issues (two people have to sign a
request...) and publication (exit - other databases)

Card management and/or certificate management
Directory and/or CA-specific database
Public repository of certificates

« CA certificates (Chain validation)

« User certificates (e.g. to send encrypted information)
Replication between different directories / repositories
required

Proper monitoring required! Missing CRLs may break
authentication!
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Caveat: Revocation

o Number 1 error In real-world PKIs!

o If there are CDP URLs in a certificate and an
applications checks this attribute, revocation will
fail (1) if

 No CRL can be found at this URL / the URL is not
accessible

 The CRL is expired

o The CRL publication service or OCSP service Is

the most critical component a PKI.

o Validity periods of CRLs is much shorter than life time of
certificates (several days vs. several months)

o The issuance of certificate is far less critical, because end-
entities typically have several weeks of time to renew
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Summary: PKI Basics

o AuthN versus AuthZ

o X.509 certificates

 Fields and extensions
 Path validation

o Public key infrastructure
* CA hierarchies
 Trust anchors

o Based on computational security

o Catch-up: Planned contents assigned to
lecture 1 ;-)
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Agenda: Remaining Day(s)

o Kerberos: an example for an authentication
protocol

o Certificate usage in SSL

o Risks inherent to algorithm and
Implementation

o Long-Term signatures

o Smartcards

o Certificates used for network authentication
o Lab walk-through
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Kerberos

An Example of an Authentication
Protocol
Protocol Details and implementation
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Kerberos Standard

o Cerberus: A dog with three heads protecting the
entrance to Hades

 Alice, Bob, Trent
 User, Server, Kerberos Center

o Kerberos can contain AuthZ information — the
details of the implementation are up to the vendor.

o Kerberos v5
o Implementation examples
 Windows HTTP
 GSS-API
« > parts of detalls are up to implementers / vendors
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Kerberos Standard (cont'd)

o Developed by MIT, used in the *NIX world:

o Since Windows 2000 also the primary
AuthN mechanism in Windows

o Kerberos defines 'trust boundaries'
« *NI|X: Kerberos realm

 Windows: Windows forest
* Tickets can validated within these boundaries
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Kerberos Design Goals

o Users want to access services
* On the same machine
* On other machines
o Authentication and management of security principals should be
centralized
» User credentials are managed in one place
o Authorization is up to the service owners. Centrally managed
groups could / should be used to ease AuthZ configuration
o The central service does not keep track of currently issued
'tickets':
» Users should receive tickets that allow them to access services.

* The central trusted entity should manage issue and renew these tickets
but does not need to know / track which tickets have been issued to
which entity

« Users are responsible to ask for tickets and to manage their tickets
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Kerberos Protocol

o User = Alice, Service = Bob
o Kerberos Distribution Center = "Trent"

« Alice and Bob both have a common long-term shared secret in
common with Trent. This can be used to encrypt communications (E,
Eg)

® Overwew on Kerberos protocol

1. Alice — Trent: 'l am Alice (A) and | want to access Bob (B)'

2. Trent creates / defines: Time Stamp T, validity period L, random
session key K and send the following
Trent — Alice:
E.(T,L,K,B) and Eg(T,L,K,A)

3. Alice can only decrypt the first part, Eg is simply forwarded to Bob
Alice — Bob:
E.(A,T) and Eg(T,L,K,A)

4. Bob can decrypt also the second part, then he uses K to decrypt the
first part. The first part confirms that Alice is the originator.
He sends as confirmation Bob — Alice: E (T + 1)
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Kerberos Tickets

o Long-term symmetric key:

« Users and Services / Services both have passwords in common
with the Kerberos Distribution Center for uthNolour_Poses (Note:
Also mhave achine passwords that are changed without user
Interaction)

« This key is derived from the password using different _
cryptographic functions: e.g. DES + MD5. (Note: incompatible
encryption / hash funtions are common errors in interoperability
scenarios)

« Combination with Public Key Crypto: Using an RSA key pair to
create the secret

o Different kinds ot tickets

1. Ticket Granting Ticket (TGTs) are issued to provide access
to a Ticket Granting Service (TGS - "Bob # 1")

2. Service Tickets are issued by the TGS to permit access to
services ("Bob # 2")

o Exchanged encrypted data:
« E((AT) ... Authenticator
- Eg(T.L,K,A) ... Ticket
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Local Logon - TGT

o Note: A user needs aticket to log on to his local
workstation
* The local machine is treated in the same way as a remote
service!

o User 'Alice' sends pre-authentication data (KRB_AS REQ):
'l am Alice (A) and | want to access Bobl (B1)'
o KDC 'Trent' replies with a ticket for 'Bob1'
« Boblis a special service - the Ticket Granting Service
o Trent'sreply in detail: E,(T1,L1,K1,B1) und E;,(T1,L1,K1,A)
* E, ... Ticket information, can be read by Alice = A gets key K
« K1... Ticket Granting Service session key
* Eg, ... Ticket to be presented at TGS = the Ticket Granting Ticket
A ... User credentials: Info for Bob = this is a ticket for Alice

AuthN, AuthZ, PKI Lecture Slide # 102



Local Logon 1 - TGT
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Ticket-Granting Ticket

Ticket-Granting Service
Session Key

@ User Credentials
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Local Logon — Service Ticket

o Now the TGS Is Trent and Alice asks for a
service ticket from the TGS.

o Note: The TGS is typically hosted on the same
machine as the KDC

o User 'Alice' sends her pre-authentication data
encrypted with the session key K1 in common
with the TGS and the ticket she has just received:
E(«,(A,T1) and Eg,(T1,L1,K1,A)

o TGS 'Bob 1' decrypts both and sends Alice a
Service Ticket for Bob2 which is her own

machine
E.(T2,L2,K2,B2) und E;,(T2,L2,K2,A)
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Local Logon 2 — Service Ticket

@J Workstation

Qﬁxy‘,‘ Ticket-Granting

wo| Ticket
Ticket-Granting Service
Session Key

Warkstation
Credentials Cache

% Systemn Key

Domain Controller

KRB_TGS_REQ Tailspintoys,com

L J

- key Distnbution Center (KDC)
@% Ticket-Granting Account Database

2| Ticket
User kKey

Source:

@% Authenticator
Ticket-Granting
Service Key
Syster Key

Workstation KRB_TGS REP

'% Ticket

@ Inforrmation
é‘% Session Key
Service Ticket

% User Key

Q}_‘E Ticket-Granting Ticket
e

Ticket-Granting Service

Session Key

Workstation
Credentials Cache

Domain Controller
Tailspintoys,com

Ticket-Granting
Service Key

% Systemn kKey
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Local Logon 3 (Windows)

Workstation

@ Ticket Informnation

% Session Kevy
Service Ticket

% Session Kevy

ser Credentials

Alice presents the Session Key
K2 (green) to the Local
Security Authority (Windows
specific)

- Authorization data are retrived
from the service ticket and
local groups are investigated
to create the access token for
the local machine

Bildquelle

ser Credentials
Cache

% User Key
é@ Ticket-Granting Ticket

Ticket-Granting Service
Session Key

Workstation
Credentials Cache

% Systermn Key

Yirinlogon

AuthN, AuthZ, PKI
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Session Ticket

% Session Key

User Credentials

N\

% Systemn Key

A User Credentials

N\

|E:" User's Acocess Taken
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Access to a Remote Service

o The user 'Alice' needs to have a TGT as a
pre-requisite
o 'Bob 2'is now another server
« Same procedure but...
» Local 'System Key' Is replaced by
 Remote 'Service Key'

o TGS 'Bob 1'issues a service ticket for
'‘Bob 2'
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Accessing a Remote Server 1

o (TGT has been issued previously)
o Requesting a service ticket from the TGS

Domain Controller @
KRB_TS _REQ - Tailspirtoys .com
‘e Y
(o n{n} 1 dtaba
@ig_;“ Ticket-Granting
2| Ticket
@.ﬂ.uthenticatnr

Source:
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Accessing a Remote Server 2

o The TGS issues a service ticket

KRB_TGS_REP
) G]I% Ticket Information
ﬁ%Ticket-Granti ng Ticket
= g% Session Key
Ticket-Granting Service
Sess10n Key
Service Ticket

Source:
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Accessing a Remote Server KRB_AP_REQ

o The user tries to access the service, e.g.
a web server and presents Its service
ticket.

o The service ticket is encrypted for the
service (‘Bob 2"

o If the user demands mutual
authentication, the server returns an
encrypted time stamp: E (T2 + 1)
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Accessing a Remote Server 3

Use Session Key Flag

Service Ticket

% Session Key

ser Credentials
fi

Authenticator

authenticator Data

Mutual Authentication Flag

Source:

.g Workstation

User Credentials
Cache

% User Key
% Ticket-Granting Ticket

Ticket-Granting Service
Session Key

Service Ticket
% Session Key

Domain Controller
Tailspintays,com

key Distnbution Center (KDC)
Account Database

% User Kevy

Ticket-Sranting
Service Key

% Service Key

KRE_AP_REDQ

authenticator

Service Ticket
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Accessing a Remote Server 4

Workstation nair
Tailspintoys.comm

User Credentials
Cache

o KEB_AP_REP [
(optional) s e T

Ticket-Granting Service
Session Key

Service Ticket
% Session Key

key Distnbution Center (KDC)
Account Database

% User kKey

Ticket-Granting
Service Key

% Service Key

Y

KRE_AP_REP
L)

|

] L
: &l Mutual duthenticatin
' Information
I

Source:
@ Server

Service Credentials
Cache
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How are Services Found?

O

O

KDC needs to know for which target service to
encrypt

Service name syntax Is
<Service>/<Name> e.g.
HTTP/<Web server as addressed by the

client>

When the KDC received a request to issue a ticket
It runs an LDAP search on this service name in
the directory

The service name is located Iin the attribute
servicePrincipalName
of a machine or user object (SPN)
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How are Services Found? (2)

o Example: Web Server
o Machine account in the diectory shows the following
SPNs (Fully qualified domain name and short host
name)
e HTTP/server.domain.suffix
e HTTP/server
o The service HOST/ includes most of the common
services incl. HTTP thus this would also work for a
web server:
e HOST/server.domain.suffix
e HOST/server

o If a web application is run in the context of a service
user, these SPNs need to be assigned to a user object.
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Different Realms / Domains

o Referral of requests to responsible KDC

o TGTs are always issued by home KDC
(where the user lives)

o TGS has to be i1ssued by KDC of the
trusted realm (where the service lives)

Shared Inter-Realm Key

EEEEE
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Cross-realm Service Ticket Request

1. Usertries to send a TGS request to his home
realm first

2. His TGS determines that the desired server is not
a security principal in its realm - send a referral
Licket = TGT encrypted with the inter-realm

ey

3. The users sends his request again, now to the
TGS In the trusted realm. He attaches the
referral ticket.

4. The trusted TGS decrypts the referral ticket. If
successful, the user Is iIssued a service ticket for
the service In the trusted realm.
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Kerberos Delegation

o Remember the web server

o Two-tier architecture:
 \WWeb server accesses database server
 Both should use domain / realm user

o The web server does not know the user's
credentials (hopefully)

o =2 Solution: The web server receives a ticket
'‘'on behalf of the user'. This ticket allows it
to impersonate the user without knowing the
user credentials.
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Certificate Usage: SSL

Example: Mutual authentication by SSL.
Certificate lifecycle, processes, implementation.
From AuthN to AuthZ using certificate mapping
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SSL Overview

o Goals
« Confidentiality of information sent over untrusted networks

« Strong authentication of involved parties (= confidential info should
not be sent to the wrong recipient - phishing)

o SSL protocol (E.g.: web shop)

1. Server presents its certificate to the user (incl. the certificate chain
except the root CA)

2. User verifies the server certificate

3. Browser creates a session key and encrypts it with the public key
of the server

4. Server decrypts the session key
5. The session key is used for symmetric encryption

o Optional: User also presents a certificate to the server
« The certificate may be mapped to a security principal

« Scenario: Web collaboration platform used by known — indentified
users. E.g.: All FH students receive a certificate on a smartcard issued
by an FH certification authority
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SSL Server Cert. Attributes

o [covered in part in previous section already]

o Demo: Check SSL server certificates issued by well-known providers
» Verisign, Thawte, Cybertrust, GlobalSign, GoDaddy
* Note: there are no common standards on some attributes
o InWindows GUI
« V1 attributes: Top of the list, no special symbols
« Extensions: Green arrow
« Store Properties: Pencil
o Compare: Firefox view, cmd view

o Certificate issued by different providers differ typically by
 Key Usage and Extended Key Usage
« (Of course names and URLSs are different)

o URLs
« Many providers do not add AIA URLs needed to build a full cert. path

« - relying on intermediate certificates hard-coded in OS and browsers or sent by the
server as part of the SSL protocol

o Chain building
« The server helps the client to build a suitable chain
« The root CA still needs to be trusted explicitly by the client.
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O

O

Implementation of Trust

Root <& (Subject = Issuer)

Only root certificates can be (shoudl be) really
trusted - 'Trust anchors'

Roots are hard-coded in OSs / browsers based on
certification programs offered by vendors

Intermediate CA certificates are required to 'find the
way up to the root' (path discovery)

Some application may require to 'trust' the
Intermediate CAs as well - this is actually a kind of
authorization

Unintended trust: Issuing internal certificates by a
public 'ubiquitous' CAs
Liability: limited as per certificate policy
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What does a Web Client Check?

o (As every application) Browsers or other web
clients may or may not check all attributes
In the certificate (strictly)

o As the owner of a web application you can
never be sure how browsers will validate
certificates or how errors will be presented to
the end users

o Certificates should always be designed
considering the most rigorous client in
mind
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Risk Analysis

o Peter Gutmann (again): ‘Security Theatre'

o Risks mitigated by SSL: Eavesdropping

* Who would try to eavesdrop packets targeted to a
specific web server "somewhere on the internet"?

 Never observed

o Phishing mitigated by Extended Value
Certificates (?)
* The user is the weak link

« SSL server authentication is finally performed by
human beings
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SSL Client Certificates

o Extended Key Usage: Client Authentication
o Not used by SSL only: 802.1x, VPN

o Common problem: How to limit trust?

 Certificates should be trusted only for SSL but not
for VPN

» Typical workaround: Use different issuing CAs -
distinguish by issuing CAs

« Generalize this approach: a field in a certificate
IS effectively used for authorization

o Part of a bigger problem:
 Should certificates be used for authorization?
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Number of Certificates / Entity

o One entity can have an 'unlimited' number of certificates
* Limited by: space on hardware token

* No limits for software token, performance may degrade for 'extreme’
numbers (~ 100s of personal certificates)

o Pure signature keys must not be escrowed so typically at least two
pairs of keys are used (Signhature/encryption)
o Purpose of a key is denoted by the attributes:

« Key Usage: Digital Signature, Key Encipherment, Data
Encipherment,...

« Extended Key Usage: File Encryption, E-Mail Protection, Client
Authentication, Server Authentication

o One certificate / key may be used for different purposes

o The issuance of a specific certificate may be permitted only if the
entity already has a valid certificate
» First certificate has to be issued via other process
« Co-existence of old an new certificate near the end of the validity period.
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SSL Client AuthN

o The web server has to authenticate the client based on
 The data in the certificate (public)

« The confirmation that the client possesses the private key (by
asking for a signature)

o Different flavors / 'strengths' of AuthN

« All users with a certificate issued by a trusted CA may access

the server - 'group authentication'. Strictly speaking the user is
not authenticated.

« Each single user is authenticated - an individual naming
attribute has to be evaluated.

o Different locations of AuthN database

« The web server may authenticate the user based on a database
It hosts

« The web server may delegate authentication to another
database server, thus may look up information in a directory.
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SSL Client AuthZ

o AuthZ may be based on information in the certificate
itself (caveat!). Typically the following fields may be
used:

 The Distinguished Name (directory name) of the user.
Mostly parts of the name, such as Organizational Unit or
Organisation (OU=, O=)

 The Issuing CA Distinguished Name. Web servers have
to trust the CA, so AuthZ should be done based on the
name only

o AuthZ may be based on the permissions of a system
user a certificate is 'mapped to'

* The server checks a database that links attributes in
presented client certificate to security principals that are
given permissions (e.g. access control lists or system
rights)
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Certificate Mapping

o 1:1 mapping at the web server
« Each certificate is mapped to a specific user
« Permits the implementation of granular permissions
« High administrative efforts

o l:many mapping at the web server
« A group of certificates is mapped to one system user
* The system user represents a 'role’

« Example: All certificates issued by the CA operated by a

partner company (= have the same issuer field) are
mapped to one user.

o Using a special attribute to map against a directory
« Example: Windows Directory Services Mapper
« Attribute: User Principal Name
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Certificate Path Validation Detalls

o SSL server and client are both validating each other's
certificate
o Validation:

« Each certificate in the certificate path (hierarchy) is checked for
compliance with X.509

 Therevocation status may be checked
* The self-signed root certificate needs to be trusted

o Trust

» Certificates are marked as trusted by placing them in a special
store: file entry, reqistry

o Publication Points

* The chain can only be validated if client or server are able to find
the superior certficate

« CDP — Certificate Revocation List Distribution Point
« AIA — Authority Information Access (CA Certificates)
 The root certificate should not include URLSs
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Certificate Revocation Detalls

o Certificates are public files than cannot be "withdrawn"

o In order to make them invalid, an entry has to be added to a public
blacklist = revocation list

« Entry: Serial number + reason code

o SSL server and client find this blacklist by following URLs embedded
Into the certificate

o These URLs are added to the optional CDP extension. The issuer of
a certificate can never force the relying party (the entity validating
the certificate) to check the revocation list

o Revocation checking can be configured in many applications

o Revocation lists are cached by relying parties - trade-off between
current revocation information and network traffic, delays, time-outs
when the client is offline

o Alternative to X.509 CRLs: OCSP = Online Certificate Status
Protocol, not cached. Signed response created on request. Typically
based on CRLs. Validity period extended due to performance
reasons to some hours.
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Certificate Lifecycle

O

O

O

O

Initial certificate issuance

« May be subject to a rigorous process:
Server. Commercial register, domain ownership
Client: Manual approval by registration officer required or
registration officer issues the first certificate on behalf of the user

« Server admin may request certificate directly or a PKI admin
does it on behalf of him.

Renewal

« Before end of validity period (otherwise it is a new Initial request.
* Request is signed used the existing key

Revocation

 Reason Code: Key Compromise, Cessation of Operation, On
Hold

Process has to be implemented that triggers renewal or
revocation!
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Real-Life Challenges

o Should certificates be issued by an 'internal’ or an 'external’ CA? = An
internal CA can serve external clients as long as the URLs are accessible.
Externals have to trust the foreign CA explicitly.

o Distribution of CRLs and CA certificates that are issued once every few
years - organizational challenge

o Application / web server is located in a DMZ, the users' database / directory
Is located on a machine on the intranet.

o Mapping design and ongoing management

o Group nesting (using system groups in mapping): The person who owns
and manages the group controls the security of the web server — NOT the
owner of the web server who has configured access for this group

o (Timely) certificate renewal for server (and probably also clients)

o Client do not directly access the web server but a reverse proxy —'one hop
In between'. Web servers use a database on a different server. How can a
client authenticate to the "right" server = Impersonation, delegation.

o Modern reverse proxies issue server certificates to themselves (acting as
CASs). Subject name = CN of the server on the internet - ‘company
approved man-in-the-middle attack'!
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Protocol inherent Risks and
Implementation Specific Risks
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Security of RSA

o e can be standardized:

* Due to performance reasons specific values are chosen for e,
e.g. 65637 = 216 +1 (only two binary digits are equal 1, simpler
calculations)

« Often random numbers are attached to M (also to avoid "weak"
Ms) - there are weak messages - mitigation by
Implementation details

o Calcucation of p, g from n and e is extremely slow

 RSA Factoring Challenge
« Status: n with 663bits / 200 decimal digits factored

« 55 CPU-years on a single machine (2.2Ghz Opteron CPU)

o Current recommendations
e 1024bit = secure until about 2010
e 2048bit & secure until about 2030
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Risk Classification

o Protocol inherent risk

« Special keys or messages
« Ways to implement the protocol in a not
recommended way (Protocol spec. should
actually prevent these implementations!)
o Implementation specific risks

* Implementation details that are not part of the
core protocol

« Example: MD hash attack, published end of 2008
« Social engineering aspects
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1.
2.
3.

o bk

Prot. Weakness 1: Recelpts

Same key pair for signhature and encryption:
Signature S = Decryption D, Verification V = Encryption E

Alice signs and encrypts for Bob: Eg(SA(M))
Bob decrypts and verifies: V,(Dg(Eg(SA(M))))

Bob signs and encrypts the message again as a receipt and
sends it back to Alice: E (Sg(M))

Alice decrypts the receipts, verifies and compares.

Mallory re-uses Alice's original sign./encr. message Eg(S(M))
again and sends it again to Bob, telling him: This is a message
from myself (Mallory)

Bob tries to verify with Mallory's key = gibberish:
Vu(Dg(Es(Sa(M)))) = Em(Dg(Eg(DA(M)))) = Ey(DA(M))
Nevertheless, Bob sends a receipt (automated client...):
Em(Se(En(DA(M)))) = Ey (Dg(Epm(DA(M))))

Mallory can deduct M: D,,— Eg— Dy — E,
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Prot. Weakness 2: Encrypt First

o Usual practice: Sign first, encrypt then (Virus scanner may
change signature!)

o Attack vector, if reversed. Risk: Bob can insist on having
received another message

o Alice encrypts for Bob and signs then
« (MeB mod ng)% mod n,
o Bob claims that he has received another message M'

* He knows how to factor ng to primes so the can easily find an x
with (calculate the discrete logarithm) with
M™* =M mod ng

« He claims that there is another public key exponent e' with
eg' = X * eg, that has been used by Alice:
(Me® mod ng)% mod n, = (M mod ng)¢B % mod n, =
(M™*mod ng)e8 9 mod n,= (M'mod ng)*¢B 4 mod n, =
(M"mod nESX eBdA'mod n,= (M"mod ng)¢B % mod n,
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Attack on MD5

o Paper published December 30, 2008
(Internet)

o Full paper availabel in June 2009

o Title: MD5 considered harmful today
Creating arogue CA certificate

o Authors: Alexander Sotirov, Marc Stevens,
Jacob Appelbaum, Arjen Lenstra, David
Molnar, Dag Arne Osvik, Benne de Weger

O
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To-be Signed Part of Certificate

o Only a part of the request data Is actually signed
by the CA when it processes a request and
creates a certificate from the request:

e Serial number
 Validity period

* |ssuer name

e Subject name

« Subject public key

 'Basic constraints'

 Bit indicating whether this is a CA certificate or a user
certificate

« Path length field (in case this is a CA): Maximum number
CAs that may be subordinated to this one
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Requirements re Hash Functions

Practicality: Computing the hash h(m) of any input m can be done
efficiently,
Preimage resistance:

« Given h, itis hard to compute a preimage of h

* l.e.itis hard to compute an input m such that h = H(m)

Second preimage resistance:
« Given m, itis hard to compute a second preimage of h
* l.e.itis hard to compute another input m' such that
m # m' and yet H(m) = H(m")
* Interesting for hackers: Create a second certificate with same hash as
existing one
Collision resistance:
 Itis hard to compute a collision for H
 No given numbers

e l.e.itis hard to compute different inputs m and m'
(such that m # m') and yet H(m) = H(m").
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Colliding Certificates

o Challenges:
 Meaningful certificate contents

* Control the input data (to be signed data)
used to create certificates

o Same readable input data
o Random part hidden in public key field
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Chosen-Prefix Attacks

o Different certificates
o Same hash

o Each of the certificates displays different
meaningful content
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Attack Goals

o Send request to public CA
* Predictable to-be-signed part of the certificate

 Collision block hidden in key data - Prepared for
collision with to-be-crafted second rogue cert.

o Signature obtained from public CA

* Obtain legitimate website certificate from a
public CA

 Inserted into rogue certificates

o Rogue certificate is a CA cert!
« Changed Basic Constraints field
* Root CA does not have path length set!
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Input Predictability

o Validity period: Time stamp used to create the
NotBefore field is

« time of submission + fixed number of seconds
o Serial number
 Not random, incremented
o How to predict the SN
« Watch the CA and number / certs. for some time
« Purchase certificate and read SN
« Plan for attacking SN + some more certificates = target SN

« Wait for some days. Start purchasing all certs. Close to
target SN.

« Plan for reaching the target SN in the weekend - no other
certificates issued to other customers
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o To-be-signed part

o Certificates

o Rogue web server cert
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Long-Term Signatures

Signhing PDF Documents with
smart cards using Time Stamps
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Intentions

o Demonstration of PKI principles

o Life Times and Long-Time Planning In
real world.

o Certificates involved can be downloaded
from the internet and inspected

o Different certificate chains involved
(real-world complexity)
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Digital Signatures on PDFs

(This Is also a signed document)

o Provide proof of:
* Integrity of the document
« Authenticity of the creator.

o Hash value of document is encrypted using the user's
private key

o Additional challenge: Signhatures may need to be
ver_ifi%d years after all included services have been
retired.

* The point of time the signature has been made needs
to be compared to end of life dates or revocation dates.
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Signature Options

o Choice of user certificate

 Certificate may need to fulfill different legal requirements,
depending on the type of document. Official authorities publish
lists of suitable certification authorities (e.g.

« Electronic invoices in Austria - Advanced signature
« Electronic invoices in Germany - Qualified signature.

o Choice of application used for creating signatures: Adobe
Acrobat Reader or Distiller,... (subscriber)

o Choice of application used for verification of signatures:
Adobe plug-in... (relying party)
o Choice of way the time is calculated
« User's computer's system time
« Time stamp created by Time Stamping authority
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o PDF signed with
» expired user certificates
 valid user certificate

o PDF signhed
e With time stamp
* without time

o PDF signed with embedded revocation
iInformation (Adobe demo doc)

o Cached Adobe CRLs
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Expired Certificates

o With / without time stamp

———— T — n - - v n

'E Document was certified, validity is UNKNOWRN.

LAY

’é‘_,'J Document was certified, validity is UNKNOWRN.,
e

urmmary Documentl Signer | Date/Time | Legal |

H ummar_\,r": Docurmnent | Signer | Date/Time | Legal |

+ |Elke Maria Stangl < elke@e-stangl.at>
Signed by: |E|ke Maria Stangl <elke@e-stangl.at> Show Certificate... Signed by: ‘ 9 9 Show Certificate.

Reason: ‘Digitale Signatur

Reason: |Digita|e Signatur

I Date: ‘200?!’05-’1? 15:03:00 +02'00" Location:  |Zagersdorf
Date: |200?.-"05.-"1?14105:03 +02'00 Location: |Zagersdorf

Validity Summary

Validity Summary o -
§  The Document has not been modified since it was certified.

®  The Document has not been modified since it was certified.

1 The signer's identity is unknown because it has expired or is not yet valid,
1 The signer's identity is unknown because it has expired or is not yet valid,

1, Signature date/time are from the clock on the signer's computer.
€5 Signature is timestamped but the timestamp is expired.
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Using Old CRLs

o Expired and revoked certificate

o Time stamp

o CRLs created < Expiry date

= 2007-Dema-Timestamp.pdf - Adobe Reader
[Eile Edit View Document Iools Window Help

|".=}"“"\5‘ 1 /1 @& ® 8% - = LY .

i Certified by Elke Maria Stangl <elke@e-stangl.at>, certificate issued by &-sign-P Enc-02

B sinatures

&
= § Certified by Elke Maria Stang| <elkee-stanglat>

No changes are allowed

Valid cestified Document:
Document has not been modified since it was certified|
Signed by the current user
Signature is timestamped but the timestamp is expired|

= Signature Details

Reason: Digitale Signatur
Location: Zagersdarf
Certificate Detaiks...

Last Checked: 2009.05.06 18:29:18 +0200°

Field: SigElke Maria Stangl21573 on page 1 E1ke Man
Stangl

3
Signature Properties ! @

,R Document certification is valid, signed by Elke Maria Stangl <elke@e-stangl.at>.

Summar}r§| Document | Signer | Datefl'\mel Legal |

Signed by: |Elke Maria Stangl <elke@e-stangl.at> Show Certificate...

Reason: |DigitaIeSignatur

I Date: |200T.-"05.fl? 14:06:03 +02'00" Location: |Zagersdorf
B

Validity Summary

®  TheDocument has not been modified since it was certified.
£ The document is signed by the current user.

Grj‘ Signature is timestamped but the timestamp is expired.
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Involved CA Hierarchies

o User Certificate

Certificate

General I Details Certification Path I

— Certification path

_ﬁJ A-Trust-Qual-02
_ﬁj a-sign-Premium-Enc-02
EREA | k= Maria Stangl

o Time Stamping Server

General I Details Certification Path |

Certification path
|7 5l UTN - USERFirst-Object

o] _de Broadgun Software Time Stamping Server
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Life Time Nesting

o Demo: Inspection of CA certificates (distributed
with these slides)
* Issuing CA and Root CA have the same validity
period
 Issuing CA's end of life is after Root CA's end of life
(chain modell)

o Some CAs enforce strict life time nesting (Shell

modell)
« Subordinate CA must not live longer than the parent
CA

 If CAlife times would be chosen according to the
demo certificates and never renewed, a user
certificate iIssued near Dec. 2014 would be issued
with a life time shorter than the intended one.
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Wrap-Up: Certificates and Keys
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Certificates and Keys

o Certificate associates key material and
identity.

o Private keys stored in protected store at
the client.

o Public key Is sent to certification authority
together with a request.

o Sighatures are used to prove the identity
of a client ('"PKI subscriber’) to an
application or person (‘Relying party’)
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Infrastructure and Processes

o Directories hold:
* Public keys of certification authorities
* Public keys of end entities
* Revocation Lists

o Requests may be subject to additional
Processes.
 |Inspection by a registration officer
* QOut-of-band / face-to-face check of identity

o ldentity management has to be in place
BEFORE certificates can be issued.
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Smartcards and

Hardware Tokens

Strong User Authentication
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Definition: Smart Cards

o Active 'smart cryptographic chip' with embedded
OS

 to be distinguished from passive storage-only 'USB stick'.
« Combined devices available ("USB stick" + crypto chip)

Programmable
Secure storage for keys
Shape may vary: credt card USB token

A card / token may also hold different chips, such as
RFID chips controlling physical access to buildings

Require middleware to be used in operating systems
and applications.

O O O O

O
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Smartcards and Certificates

o Smartcard = hardware storage of cryptographic key and certificates
» Private key is only on card (except key escrow)

 Publiy key and certificate is also stored on the card but may also be
replicated to the operating system.

* You may store key files (such as PKCS#12) on a passive USB stick, but
this not provide the same level of protection.

o Two-factor authentication
« Something you have
« Something you know
o Typically issued to users
o Example of smart card for a machine:

« Hardware security module (HSM) of certification authority: Tamper-
resistant — "self-destruction”

« HSM - think: storage protected by additional physical layers and
sensors. Network HSMs: Appliances based on hardened OSs
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Intention / Agenda

Smartcards / token are often used for authentication In
a general sense (corporate security badge).

In most European countries 'National ID cards' are
Issued to citizen which can be used to authenticate
various applications.

Combination of smart crypto chip and contactless
RFID chip.

Solutions are difficult to plan due to different
requirements of IT and other departments, such as
facility management.

This lecture covers the "crypto part"

In the IT world / crypto world smart cards are used to
authenticate against a broader range of applications
than software certificates.
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Why Smart Cards?

o Protection of the private key!
o Software stores

* Protected by additional key, generated from passphrase or
operating system password / user identifier.

* Protection against offline attacks using disk encryption

e Subject to brute force attack against passwords - may be
performed offline, on a copy of the key store data

o Hardware stores

« Operating system / middleware of the card prevents export
of the key.

* Private key remains on the card / token. Signature and

encryption requests are sent to the card via the crypto
service provider.

« Brute force attack requires the physical card / token.

AuthN, AuthZ, PKI Lecture 165 Slide # 165



Why Smart Cards? (2)

o Different client applications support
different types of key stores
« PKCS#12 key/cert files

« Windows store (CryptoAPI, Crypto Next
Generation)

« PKCS#11 security devices (hardware or software)

o Smart card interfaces are typically supported
by a broader range of applications.
* Note: There are also software key stores used as

'virtual smart cards' which are comparable to
smart cards with respect to application support.
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Why Smart Cards? (3)

o Software certificates are often bound to a
software 'profile' of a user or machine.

o If users need their private keys / certificates
at different machines, keys have to roam.

o Challenges in software key roaming:

 Fail safe write to network location

« Usage of directories: Increase In size of data
stored Iin the directory.

« Has to be supported by every client
o Smart cards roam 'by design’
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Virtual Smartcards

CAPI-Enabled PKCS#11-Enabled Application
Windows Application

o Software key storage file |, o

EFS, '-‘srcn\tAm Nc)

(encrypted) that can be —1
accessed via various

Interfaces. el '
o Example: CSPid by e =3

(Netscapa, Mozilla, Firadox.
Thunderbird, Secethgent,
any Java 1.5 application, efc.)

Library

PKCS#15 Key Store Manager

o 'Looks like a smart card' to
applications

o Example should illustrate
abstraction layers used with
smartcards in general.
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Smart Card Usage

o Logon to any client or server application that is able to validate
» Certificates
» Digital signatures (in order to prove possession of the private key)

o Interactive logon - Kerberos tickets
o Logon to web application = 'browser popup' = certificate mapping
o Remote logon: VPN (Virtual Private Network)
o Code signing
o File or disk encryption
* Note: Private keys should be recoverable — this depends on the smart
card type
o E-mail Signature or encryption
o Document signatures...

o ... anything that software based certificates are also used for....
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Smart Card Selection Criteria

o Support of smart card middleware with different PKI clients /
applications

o Middleware =
« Crypto provider, transparent to user
« Additional tools, such as: PIN reset...

o Cryptographic algorithms and key sizes
o Storage size: Number of keys that fit onto the smart card

o Combination of smart crypto chip with other chips on the
same device

o Form factor: Usage as a company card (credit card shape) or
combination with OTP token (one time password)

o Physical stability, life time
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Issuance of Smart Cards

o By the subscriber user or by a registration officer /
Enroliment Agents

* RO need to be trusted, because they issue authentication
tokens to highly trusted persons.

* Risk: A smart card permits an admin to logon as a user
without the necessity of a password reset - the user does
not notice the theft of credentials

o Submitted requests may required additional approval

o User might be permitted to renew the smart cards
themselves. Example:
* Initial issuance: By a registration officer

 Renewal (*). By the user himself as long as the user still
has valid certificate.

* (*) Renewal = Issuance of new certificate (new request),
but the new request is signed with the existing key.
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Processes and Roles

o The user and different administrators have
different levels of permissions in the smairt
card lifecycle process

* Enroll for a card - for myself
« Enroll for a card on behalf of another user
* Approve a pending request
* Retire a card
o Administrators act in roles based on some
other kind of credentials
e username / password or
« certificates
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Registration Process and Identity

o Automatic registration process can be based on
credentials of the logged on user

 User can be added to a security group (without
direct interaction with the user). On the next logon,

the user is prompted to insert the card and enter the
PIN

 |Issuance of strong authentication tokens is based
on 'weaker authentication'.

o Chicken and egg problem: Issuance of tokens
for identification has to be based on another
process for identification

* Do not base 'strong tokens' on 'weak software
credentials' only
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How this would be implemented...

.. on the PKI lab machine:

o Directory provides certificate templates (blueprints).
Blueprints in lab 1 are used for issuing software certificates.

o To issue smart cards, 'only' the blueprint definition of key
storage / cryptographic service provider needs to be
changed.

o Templates are 'published' at a certification authority before
users and/or ROs can enroll for certificates
o Additional components added:
« A card management/ certificate management
* Policy module: Validates requests against workflow definitions

« Exit module: Responsible for publishing certificates to
repositories.
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Pre-Requisites

o Middleware has to be installed
* Cryptographic Service Provider
» Tools for local management of the token / card

 Different software abstraction layers in
middleware

o User and/or registration officer need
permissions (directory, database,...)

* Note: Permissions are based on security
principals > make sure not to base smartcard
management on weak processes (Helpdesk
being able to modify registration officers group...)
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Card Management

o Not only certificates and security principals
need to be managed, but also the physical
cards.

o (Simplified view): Card management =
« Database + workflow solution

« Card mgt. database = CA DB + DB tracking cards
or tokens as physical items

o Card lifecycle: Enrollment, renewal,
replacement, retirement.

o Helpdesk tasks: PIN reset, issuance of
temporary cards.
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Process Example

Retire a card already managed by the card
management system (otherwise not usable for other
user)

Initialize the token: Erase existing key material (as
Administrator)

Enroll for new certificates: User self-service
Approve arequest a CA manager (=Administrator)

Finish process as user by supplying additional
Information.

Processes and tools might also be applied software
certificates: Although less complicated, also SSL
server certificate issuance might need some level of
procedural control.
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Preparation of a Token

cf icrosoft® Certificate Lifecycle Manager 2007 - Windows Internet Explorer
———
@_ g IQ http:H\ocaIhost,l’CIm,l’chtent,l’commonfsmartcardeCardDeta\ls‘aspx?RETTO=http%Sa%Zf%ZFIoca\host%2fC\m°fo2fcontent°.r‘02f(j | K IL\ve Search -
T,:? ﬁ" a8~ @M\crosoﬂ:@ Certificate LiF... % @M\crusuft Certificate Services | | ’:I\ ~ R - f= - :pPage - (CF Tools - >
Microsaft | . N
Certificate Lifecycle E
Manager 2007
Review Details of a Smart Card Profile Haln
. . N Jl eToken Initialization Parameters E3 |
Quick Links ‘four smart card contains at least one certificate. If there are multiple certificates, you can manage them together, To defin
Feturn certificates, your smart card has an associated profile template,
ser Detale Smart Gard Tnformatian Passwaords | Settings | Initialization Key |
== This section displays details about your smart card and its certificates, operations you can perform on the card, am
‘= rmanagement operations,
Smart card serial number: 000e2cfc
Provider: aladdin Knowledge Systems Ltd,
Card Type: Primary B Ereate Lzer passwurd
Card Sequence: o
Profile template name: _Test 2 Smart Card Logaon b
Profile template wersion: & Enter paSSWDrd. LA LLLLLL L L)
Smart card status: Active o
Assigned date: 6/13/2007 11:45 AM Canfirm: (TTITYTTIY]
Assigned to: GALAXTWestl

Supersedes smart card:
Superseded by smart card:
Permanent srmart card:

— Administrator pazswaord

Certificates stored on this smart card:

Common name Certificate template Status Archived Expires IF E[Eate adminigt[atﬂ[ paSSWDrd
Test 1 _TestZSrartcardLogon Yalid x 6/12/2008 11:37:C

Enter paszword: PP
@ Retire this smart card Canfirm: YT IIIII 1]

Smart Gard Operations
This section lists the operations that have been performed on your smart card, For details, click the operation name.

Reguest Originator Submitted Completed — I:urrent Pa@gwg[d
Enroll GALARXT est 6/13/2007 11:43 aM 6/13/2007 11:4

Enter thiz pazsword to enable reinitialization the eT oken
pore [T T [ [ [ [ Trustedsites if it was previouzly initialized in FIPS mode.

[T Use Password:

k. I Cancel | Help |_
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-Enrolliment

vou can select a profile termplate for enrollment.

select a Profile Template

Certificate Lifecycle Manager 2007 - Windows Internet Explorer Select the profile ternplate you want, Profile template:
— and then click Next,
@ = |g https ftrillianClinf content/smimain/StaintMenu. asp j 4| XK ILi\re o _Test 2 Smart Card Logon
o ; . e
W b & Microsoft® Certificats Lifecycls Manager 2007 ‘ | 5 gTaken SC Logan 3

Certificate Lifecycle

eH ance
Manager 2007 Next cancel
ou can use this page to request one or more new certificates,
) = ) Data Collection
Requests Welcome GALAXY\est to the Microsoft Certificate Lifecycle Manager. Type the information required, and then Semlb Bt Ko
Approved [2] click Mext. Itemns marked with an
Executable [5] Certificate Lifecycle Manager (CLM) enables you to request new certificates and s asterisk are required.
manage the certificates and smart cards that have been provided to you, Some other name
Tip For more information about an item,
rest your mouse point over the field
Common Tasks_ . where you type,
a1 Use this section to perform the following tasks:
= additional Information
@ Request a new set of certificates i?::;ﬁt?;:. comments or additional Comments: .
I am requesting certs, for a card|| ;I
@ Request a permanent smart card
@ Request a temporary smart card ;I
@ Complete a request with one-time passwords
@ Change my smart card PIN
Next | Cancel

View Mv If‘lfl:ll‘n.'latll:lnl . . . ou can check the status of a CLM request. If the request is approved and requires a passwaord, this page
Use this section to view the following information: lists your one-time passwords.

=6

Request Status

* Show details of my certificate This section displays the request status, along with additional information sbout the request,
@ Show details of my smart card Request type: Enrall
@ _ Profile ternplate: _Test 2 Smart Card Logon
Show my request history Current status of vour request: Pending
Enrollment agent required: *
Submitted date of request: Sunday, June 17, 2007 12:34:08 PM
Completed date of reguest: Not cornplete
Target user: GALAR Y testl
javascript{ SmartLinkButtonPressedwithbisablePage(); _ doPostBack]'CreateCertifice ¢ | Trusted sites originating user: GALAXT\testL
Request priority: i}




Approval

Certificate Lifecycle Review Details of a Request Help
Manager 2007

“ou can review the details of a particular request, and change related information for it, as your
permissions allow,

ils

General Information

" gelect a view welcome GALAX Y\ Administrator !
M v you to manage certificates and s Type: Enroll
anager oper;a 1ans Status: Pending
Manags My Info Use this page to perform tasks r Originatar: GALAXTtestl
[ Requests and reporting. The maost comman Target: GALAXTestl
Pending [1] Tas“ds- fou can paint yaur maus Submitted at: Sunday, June 17, 2007 12:34:08 PM
Approved [6] Fan & Comments: I amn requesting certs, for a card!
Executing [27] common Tasks Data callection cornplete: s

A Use this section to perform Frofile ternplate used: _Test 2 Smart Card Logon
Request priarity: i]

Registration Information
This section displays data collected during the request’s processing.

Sample Data Item: Some other name
nation

display information about the card from which the request was made, as well as
I

Approve Request _ Help

Enter the infarmation needed to approve the reguest, and then click Approve Request.

Data Collection view the request’s history.

Type the information required, and Sample Data Item: *
then click NMext, Itemns marked with an
asterisk are reguired.

Some other name
Tip For more information about an Approve Deny Cancel
itemn, rest wour mouse point over the
field where you type.

Request priarity: i}
Additional Information
Specify any cormments or additional Comments; One-Time Password Information
information.
1 approve the request] Make sure you provide the following information to the appropriate certificate subscriber,
Qne-time password 1 0BX3-92CB-DREW -E3QF

Approve Requesi

L}
¥iew Pending Requests |
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Finalize Request

Approved [ Execute] Enrall 6172007 12:34: 068,580 ... GALAXTestl
Validate One-Time Passwords Help
Request Enrollment Help
s rou can enter the one-time passwords you received, in order to continue processing

rou can use this page to complete an enrollment request, I your request,
Data Collection Note If you have anly ane one-tirme password, type it in one of the following baxes,
Type the information required, and Sample Data Item: *
then click Mext. Iterms marked Enter Passwords
with an asterisk are required.

Some other name Type the Ur!e—t_ime passwords One-time password 1:
Tip Far mare information about an that were distributed to you. IDBHS-QZCB-DRSW-ESDH
|tem,_ rest your mouse point aver
the field where you type, e pessward 2
Additional Information I
Specify any cormmments or Comments:
additional inforration, —

Finalizing request n0w| ;I

H Hext | Cancel |

Next | cancel | | Creating certificate request ...

Insert Smark Card B —PIM Informnation
Certificate Lifecycle Manager
I T R——

Q & smart card has been selected. Press OK to continue. Mew PIM:

Client operation is in progress

Confirm PIN: I otttk
— Details
Smart card readers: Smart card inserted: #alid I PIN Rule | h
= yes Mazximurn PIM length: 14
eTokenCard/h4. 20 yes Minirmurm PIM length: 4
Smart card status:

The card iz being shared by another
process.

AK S il 1 LI

[ ok | Ccancel Details << :
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| orrect CRL Error and Finish

Certificate Revocation List |

General | Revocation Lis |

Certificate Revocation List Information

Enrollment Request Wizard Help

I . Processing error: Error generating requested certificates, The operation completed
% successfully, 0x0 (WINZZ: 0)

Field [ alus -
Flversion vz
Your enrallment request is being processed. Do not remove your smart card from the Elrssuer Everything Issuing CA, gala, xy
reader, [Eletractive date Dornerstag, 14, Juni 2007 D
shalRSA
Please wait .. Uthority Key Tden... KeyID=F8 a4 1F 50 e 23 br b 90 ...
£, Yersion Voo |
RL Murnber 15
Enrollment

lext CRL Publish Freitag, 15, Juni 2007 09:29:28 ;I
[ R P

Generating certificate requests and submitting them to the certificate authorities ... .

Freitag, 15, Juni 2007 21:39:28

Retry Cancel

ate Revocation List

General | Revocation List

Certificate Revocation List Information

Ble  Action Yiew Help

—J Pending Request View

—J Failed Requests

—J Certificate Templ Refresh
Export List...

01.06.2007 18:16
04.06.2007 10:22
04.06.2007 11:36
04.06.2007 11:13
04.06.2007 17:36

[F&hext cRL Publish
=

Yalue:

Authority Key Iden...

KeylD=Ff5 a4 1fS0cc 23bcebon ...
w0.0

16

Montag, 18, Juni 2007 12:56:21 LI

& - W6 @ — — - Request Complete Help
E) Certification Authority (Local) | R ID__| Revocation Date | [Elversion vz
= ) Everything Issuing CA [ 5] 25.05.2007 15:38 Issuer Everything Issuing CA, gala, xv 5 The following surnmarizes the request that was just executed,
= | 50 [Eefrective date Sonnkag, 17, Juni 2007 1, i
Ta urnrmary
Issued Certificat: i
- et 20071533 Signature algorithm  shalRSA 'd Details Request Summary

For more details about the request, click the request type,

Request type:
Request status:
Request originator:
Drate of submission:

Dienstag, 19, Juni 2007 01:06:21

Enroll

Completed

GALAXTtestl

Sunday, June 17, 2007 12:34:08 PM

04.06.2007 11:51
04.06.2007 12:30
04.06.2007 13:41

04.06.2007 15:16
04.06.2007 16:54
04.06.2007 18:14
13.06.2007 10:40
13.06.2007 11:24

E
0
1
1
1
1
1
1
1
1
1

14.06.2007 13:41
14.06.2007 15:16
14.06.2007 16:54
14.06.2007 18:14
23.06,2007 10:40
23.06,2007 11:24

Unspecified
Unspecified
Unspecified
Unspecified

Unspechied

Smart Card Summary
For more information, click the profile name,

Srnart Card:
Status:

Aladdin Knowledge Systems Ltd.:000e2cfc
Active

Main Menu
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icates on Token

|:" eToken Properties Windows Security *

eToken

Enter your credentials
These credentials will be used to connect to 152.168.0.33.

‘,M Advanced fiﬂ Initialization Q Refresh ?ﬁ Help
\E] eTokenUser [FRO]

galaxy\administrator

|F'-3-.'-£.'.cr:|

bomme Detailsl Settings  Certificates & keys |Administratol|
Local Machine

*
i Exchange key <3martCardKC0S0000002480C510., ., Import CA Chain.., Use anather account

Set as Default
eTokenlser [A...
ey Pratection, ..

Test1
L pUsREy Smart card credential
W Wersion Y3 .
Setial number 14 al §ac0 000000 00 00 55 I I Remember my credentials
Signature algorit,.,  RSA_SHALRSA
[ Issuer xy, gala, Everything Issuing CA =

Walid from Sunday, Jurme 17, 2007 10:50:12 AM OK I Cancel |
Walid ta

Manday, June 16, 2003 10:50:12 AM
" Subject sy, gala, ILMDemo, Test 1

Impott Certificate... | Mare... Refresh

Log On to Windows

R
e Test 1 Copyright © 1885-2003 Micrasall Corparation
‘ Smart card credertial a

test1&@gala =y FIN; I TTIII I

| .I.....'.ll

LE
o I Zancel Shut Bawm, .. Dpkions == -
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Card Management Essentials

Either the user has to be given permissions to enroll
on his/her own (‘self-service') or an 'officer' has to
create cards for the user.

Renewal may be different from initial enroliment.

Cards may be lost or physically damaged and need to
be retired and replaced. The certificate has then to
be revoked (and the correct revocation reason should
be supplied).

If a card Is only lost temporarily, the certificate may be
suspended (revocation reason on hold) and re-
Instated later. During the suspension period users may
be issued temporary replacement cards.
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Example: Austrian 'Citizen Card'

o Issued to citizen by trusted registrars (e.g.
banks). No self-service

o The user Is responsible for notifying the
certification authority service center when

* the card is lost, stolen or damaged

* The certificate or the card are going to expire.
o Cards may contain qualified or advanced

signatures:

* Distinguished by certificate policies and practices
= different processes used in generating and
managing keys of CAs and end-entities.
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