
Slide # 1LectureAuthN, AuthZ, PKI

Authentication, Authorization 

and Public Key Infrastructures

Lecture at FH Joanneum | Winter 2009/2010
Advanced Security Engineering 09

Dr. Elke Stangl, PKI Consultant, http://punktwissen.at 



Slide # 2LectureAuthN, AuthZ, PKI

Introduction

o Any experience with digital certificates?

o Short introduction of students and lecturer
• Experience with certificates or related technologies

• Expectations with respect to this lecture

o Authenticate!
• Who are you?

• How do you prove that to somebody else?

• Why do you believe that your colleagues are who they 
pretend to be?

• What / who defines what you are permitted to do at the 
university campus?

o Digital certificate: Electronic counterpart to passport or 
driver license.
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Agenda | Overview

o Day 1: Definitions, basics, standards, 
protocols (Encryption, signature), X.509 
certificates, PKI components.

o Day 2: Kerberos protocol, real-life 
certificate usage, risks (Attack on MD5).

o Day 3: PKI and certificate lifecycle 
processes, other types of certificates, lab 
walk-through.

o Labs: Guided self-study, virtual machines
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Grade / Examination

o Students need to be present at lectures: 75% of the total lecture 
time.

o Lab exercises will be assigned to teams of two persons.

o Summary of the lab exercises has to be provided by every student
• Documentation of the work done and answers to questions included in 

the lab descriptions (separate set of PPT slides with step-by-step 
instructions)

o Answers to questions included in lab description required
• General questions

• Questions specific to lab exercises

o Both documentation items and answers contribute to the grade.

o If a member of the team is no satisfied with the grade issued to the 
team:
•  individual additional questions will be given to one student only (at 

request)
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Agenda | Day 1 + ½ Day 2

o Definitions: Authentication, Authorization, 

identification

o Principles and protocols

o X.509 standard

o Brief summary of algorithms

o Public Key Infrastructure basics and 

implementation (to be continued at Day 2)
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Intention: Challenges

o 'Modern information workers'
• Mobile work force: Remote access to corporate 

ressources

• Contractors, temp. work force

• Virtual, global teams: People might not know each 
other from face-to –face meetings

• 'Web 2.0'

• Sensitive data on laptops

o Blurred network perimeter
• Wireless LAN

• (SSL) VPN, extranets...

• Mobile devices
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Intention: More Challenges

o 'Compliance'

o European Signature Directive

o Ambitious projects with lots of interfaces

• Compliance initiatives driven by legal departments

• Identity management projects driven by HR 
departments

• Network security projects driven by IT department

• Corporate card projects driven by IT and/or Facility 
Management.

• 'Island type' solutions that use digital certificates 
and/or create their own certificates
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Chicken and Egg

o Identity management – e.g. based on certificates –
should improve currently used 'weak' processes.

o BUT: A certain level of identity management has to 
be in place already to provide the basis to issue 
strong credentials

o Examples:

• Smartcards should be issued to external and internal 
users – you have to know who your external and 
internal users are

• Employees' computers should be given full network 
access, guests' notebooks only internet access.
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Basics and Protocols

Definitions, Principles, "Big Picture"
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Definitions

o Identity: the "true self" of this entity

o Entity (in IT): User, service, machine

o Security principal: Entity that can be authenticated

o Credentials: Something the entity possesses and presents for 
authentication purposes and/or the entity receives after 
authentication.

o Identification: Confirmation of the identity, linking the identity to a 
security principal.

o Authentication: Confirmation of the claim made by an entity about 
its identity. As a result of successful authentication, the entity obtains 
credentials.

o Authorization: Determination of the rights and permission of a 
security principal with respect to a certain system, domain, realm, 
resource.

o RBAC: Role Based Access Control 
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AuthN versus AuthZ

o Authentication and authorization may be 
performed by the same system

• 'Island solutions'

• Plus: May be simpler to implement

• Minus: In complex and heterogeneous environments 
you will end up with lots of island-type systems

o Best practice: Separation of AuthN and AuthZ

• Authenticate once

• Every system authorizes and entity based on the 
credentials it presents.
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AuthN versus AuthZ: Example

o Universal badge / card for access to buildings, recording of 
working hours and access to IT systems

o Combination of different chip systems on one hardware token

o Authentication by different central systems due to different 
standards and technologies (contact/contactless)
• Database associate with information on owners of contactless 

chips (MiFare, Legic)

• Central repository managed by the IT department (network 
operating system, corporate directory, e.g. Novell or Active 
Directory)

o Authorization
• Validating the user's permissions to log the  beginning of his 

working hours only at specific doors

• Permissions on file servers that reference the security identifier 
of the user as listed in the corporate directory.
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AuthN/Z and Cryptography

o Authentication has to be based on protocols

o Protocols have to be implemented by all parties 
involved  have to be standardized

o Secure protocols make use of cryptographic 
methods and technologies

o Authentication: User uses secret (key, password, key 
based on passphrase…) to perform a cryptographic 
operation on a piece of information in order to prove 
that he possesses the credentials.

o Authorization: AuthZ systems manage lists of 
permissions  and system rights = rules in terms of: 
Entity X (as per credential, e.g. user name) may do Y
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Why Do We Need Protocols?

o Sender A and recipient B (Alice and Bob) do never 
meet face-to-face 

o Justice: Alice and Boc must not cheat

o Eavesdropper (Eve) should not be given a chance

o Active malicious attackers (Mallory) should not be 
given a chance

o If Alice and Bob never meet, secure protocols need to 
involve a third trusted entity  Trent

o Note new risks associated with introducing Trent:
• Trent might also be corrupt

• Attacking Trent or eavedropping Trent's commuinication 
could be more appealing than attacking Alice or Bob
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Secure Authentication by Protocols

o Protocols for AuthN: A set of steps the 
authenticator and the entity to be 
authenticated have to follow.

o Secure authentication is always based on 
protocols. Cryptography / technology 
only does not give you security.

o Examples of everyday protocols:

• How to cut a pizza in a fair way?

•  Cut and Choose Protocol
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Delivery of a Locked Suitecase

o Alice wants to send a suitcase to Bob with 
sensitive content. Goals:
• Nobody must be able to open the case except A 

or B (Confidentiality)

• Bob needs to know that the suitcase is sent by 
Alice (Authenticity)

o Protocol
1. Alice puts her padlock on the suitcase and 

sends it to Bob

2. Bob puts his padlock on it (in addition to 
Alice's) and sends it back to Alice.
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Locked Suitecase Protocol (2)

o Protocol - continued

3. Alice removes her padlock and send the 

suitcase back to Bob

4. Bob removes his padlock and opens the 

suitcase

o Caveat: If this should be transferred to 

mathematical operations, you have to 

make sure that operations are  

commutative.
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Virtual Coin Flipping Protocol

o Goal:
• Alice flips a coin and cannot exert influence on the 

result.

• Bob should gess: Heads or tails? 

• Alice must be forced to disclose the correct result to 
Bob.

• Equal chances, no cheating

o Realization
1. Alice creates a random number x. x turns out to 

be even of odd. (Needs to be truly random.)

2. ... and calculates its hash value f(x)

3. Alice sends f(x) to Bob who cannot calculate x
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Coin Flipping Protocol (2)

o Realization continued:
3. Bob guesses: x is even or odd. He sends his 

estimate to Alice.

4. Alice discloses x to Bob

5. Bob calculates f(x) to confirm that Alice has 
not cheated.

o Risks in implementation:
• True random number generator

• Hash function security

• No leakage of x
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Cryptography in a Nutshell

o Plain text  [Algorithm and key]  cipher
text

o Best practices
• Algorithms are standardized and public

• Only the key is secret!

• Security <> putting the secret into a safe and 
hiding the safe

• Security = giving the attacker a safe with 
specifications, relying on the strength of the 
algorithms and the size of the key
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Symmetric versus asymmetric

o Asymmetric: Private/public key pair

o Symmetric: Alice and Bob share the same 
key

o In most implementations a combination is 
used for performance and security reasons
• Symmetric algorithms are faster

• You do not want to use the asymmetric key that 
often – the more often a key is used the easier it 
might be to decrypt data (due to patterns in 
transmitted messages  Example: Enigma)
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Encryption Protocol

1. Alice encrypts data using a symmetric key

2. Alice searches for the public key of Bob in a 
(public) directory

3. Alice encrypts the symmetric data encryption 
key with Bob's public asymmetric key

4. Alice sends the encrypted data to Bob

5. Bob  decrypts the data encryption key using his 
private asymmetric key.

6. Bob decrypts the data using the data encryption 
key.

Note: Bob cannot be sure that the data have been 
sent by Alice.
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Encryption: Implementation

o Alice has to find Bob's public key "with reasonable efforts"
• Directories or direct exchange of keys / certificates

o There is no universal directory, nor are there universal "Trents"
• Reality: Many providers of certificates, providers are certified by OS and 

browser vendors. Users or system admins rely on vendors.

o Protocols used to generate and distribute keys
• X.509 certificates

• PGP – Pretty Good Privacy

o Protocols used to encrypt and decrypt data
• SMIME e-mail encryption

o Challenge: Processes for key / data archival and recovery
• Data: Encrypt data also for 'super users'

• Keys: Store users' private keys also centrally and allow restricted 
access to these keys (e.g.: 4-eyes-principle)



Slide # 24LectureAuthN, AuthZ, PKI

Digital Signature Protocol

o Alice creates a hash value of her data

o She encrypts the hash using her private key

o Alice sends the following to Bob:
• the data in clear text

• the encrypted hash value

• her certificate including her public key (optional)

o Bob verifies Alice's public key, e.g. by checking with Trent

o Bob decrypts the hash value using Alice's public key

o Bob generates a hash value from the data

o He compares his hash value and the one Alice has sent. If 
they are equal he knows:
• That the data are originating from Alice

• The data have not been tempered with in transit
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Signature: Implementation

o Different key pairs for signature and for encryption
• Encryption key may be escrowed, signature keys may not 

(legal argument, not a technical requirement)

o Same technologies as for encryption, but processes 
and challenges are completely different.

o Many systems require to check the point of time a 
signature was made
• The time should also be confirmed by a secure protocol 

and should not be forged (such as: using the time at the 
signer's machine)

• Example: Signature on code or macros. Without a 
(cryptographic) time stamp, code would have to be 
resigned when the. signer's key becomes invalid
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Key Exchange in Public Key Crypto

o Alice and Bob need to exchange their public keys

o Alice creates a random symmetric session key

o She asks Bob for his public key

o Bob sends Alice his public key

o Alice encrypts the session key with Bob's public key

o and sends the encrypted session key to Bob

o Bob decrypts the session key using his private key

o Repeate with Bob requesting the public key from Alice

o This protocol makes sure that the sender of a public key also 
possesses the corresponding private key

o Risk: How does Alice ever know she is communicating 
with Bob (and vice versa)?
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Key Exchange in Practice

o The whole purpose of PKI – Public Key 
Infrastructure - is to ease and support the 
process of 'seamless' exchange of keys.

o Typically clients = applications search for 
keys and exchange keys, the end-user 
should not be bothered with having to 
manage keys.

o Organizations manage directories holding 
keys of its employees or persons of partner 
organizations.
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Man-in-the-Middle Attack

1. Alice and Bobs wants to exchange their public keys. 
Alice believes she is sending her public key to Bob

2. Mallory intercepts the communication and sends 
HIS public key to Bob instead of Alice's

3. He also send his key to Alice instead of Bob's

4. When Alice tries to communicate with Bob, she 
encrypts her session key with Mallory's key

5. Mallory intercepts the message and decrypts it with 
his private key

6. He encrypts the message again with Bob's (real) 
publiy key and sends it to Bob

7. Bob decrypts the message using his private key.
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Comment on Man-in-the-Middle

o Peter Gutmann: Security Theatre

http://www.cs.auckland.ac.nz/~pgut001/

o How would you try to hack amazon.com's 

database of credit card numbers?

http://www.cs.auckland.ac.nz/~pgut001/
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Interlock Protocol

1. Alice and Bob send their public keys to each other 
– Mallory would be able to replace them

2. Alice encrypts a message for Bob with Bob's public 
key and sends ONE HALF of the encrypted 
message to Bob.

3. Bob creates sends a short reply 
(achknowledgement), encrypts it with Alice's public 
key and sends ONE HALF of it to Alice.

4. When Alice has received Bob's reply she sends the 
second half of the encrypted message; then Bob's 
sends the other half of his encrypted reply.

5. Bob and Alice can now put together the two halves
of the message and decrypt it using their respective 
private keys.
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Interlock Protocol (2)

Why does this mitigate a man-in-the-middle attack 
by Mallory?

o The  full message can only be decrypted if both 
halves have arrived

o Mallory would have to replace half by half, he 
cannot wait for the second half – so he would 
have to create a completely new message.

o He would need to know exactly what Alice and 
Bob are talking about. If Alice and Bob ever 
communicate via another channel and refer to 
this communication his attack would be noticed.
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Trent acts as a Mediator

o Definitions
• Certification Authority, CA

• Key Distribution Center, KDC

o Trent = KDC, CA

o Certificates
• contain the public keys of Alice or Bob

• Contain A's and B's name, date of birth etc.

• are digitally signed by Trent

o No chance for Mallory
• If Alice and Bob both trust Trent

• Trent is not currupt

• Mallory cannot guess the private key from the public key in 
a "reasonable amount of time".
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Time-Stamping Protocols

o Messages are sent / modified or signed at 
a certain point of time indicated in the 
message / file. 

o If the time stamp can be forged Mallory could 
'replay' a message later.

o A certain quality of a time stamp may also be 
required for legal reasons.

o Challenge: Trent may be asked to time stamp 
a document without being allowed to keep 
a copy of the data the time stamp refers to
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Time-Stamping Protocols (2)

Realization:

o Alice creates a hash value of the file

o Alice sends the hash value to Trent

o Trent adds the date / time produced by a 
standardized 'official' clock and signs this time 
stamps together with Alice's hash

o He sends the signed data to Alice who adds it to 
her message / file as an attribute.

o If a signed file (code) is timestamped, the digital 
signature on this file (code) is timestamped as it 
includes the hash of the original file.
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Goals in Public Key Cryptography

o Alice and Bob only need to exchange public 
keys

o Based on trust in another entity they can be 
sure that their public keys have not been 
forged

o Certificates and public keys can be 
invalidated = revoked

o Certificates have a limited validity period to 
compensate for the practical security limits 
of asymmetric cryptography



Slide # 36LectureAuthN, AuthZ, PKI

Other AuthN Protocols

o Public key crypto based on X.509 certifficates
is just an example!

o Authentication can be based on other 
methods based on technologies of similar 
strength using different 'tokens' or 
'credentials'

o Common elements of AuthN solutions
• Agreement on trust in other entity or cross-

trusting each other

• Entities present tokens that are based on 
encrypting and/or signing data
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X.509 Certificates and Public 

Key Cryptography 101
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X.509v3 Certificates

o Signed files that contain 
• Public key

• Identity information

• Information that allows to check the validity of the 
certificate

o Comparable to passport or driver license

o One CA may certify another CA  hierarchy

o X.509 certificates (public information) are 
standardized (http://www.ietf.org/rfc/rfc3280.txt) –
but there are different ways to store private keys.

o Different formats / encodings: DER, PEM (BASE 
64, PKCS7

http://www.ietf.org/rfc/rfc3280.txt
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Keys for X.509v3 Certificates

o The private key has to be stored in a secure location
• Hardware token

• Software location protected by another key and/or passphrase(s)

o Computational security: RSA, Elliptic Curves

o Certs. / key are typically assigned to users, machines or 
services

o Keys are typically generated at / by the client / subscriber  
(Alice') and only certificate requests containing the public 
key are sent to a certification authority (CA, "Trent")

o Private keys may also be sent to Trent for escrow, but then 
the key has to be encrypted by another public key belonging 
to Trent.

o Private keys may also be created centrally and distributed 
to subscribers (less secure) e.g. via a PKCS#12 file (.pfx, -
p12)
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GUI Tools for Cert. Inspection

o Windows certificate viewer
• Double-click certificate from file or IE browser 

address bar / page properties

• Certmgr.msc or MMC  Snap-In  Certificates. 
• Mainly equivalent to Internet Explorer cert. store viewer

• Internet Explorer SSL cert. viewer

o Firefox certificate viewer
• SSL cert. viewer, start from page properties

• Tools, Options, Certifictes / Security Devices

o GUIs for command-line tools, such as JAVA 
Keytool
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X.509 Certificates Demo (GUI)
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CMD Tools

o Windows certutil and certreq

• Windows 2003 adminpak (Certcli.dll, 

certadm.dll, certutil.exe)

• Windows 2008/Vista: Part of OS

o Openssl

• Open source toolkit

• Commercial version available

o JAVA Keytool
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Tools Reference

o Download
• Openssl source

http://www.openssl.org/source/

• Openssl Binaries
http://www.openssl.org/related/binaries.html

• Certutil  / certreq are part of Windows 2003 server admin tools. Starting 
with Vista part of all OSs

• http://www.microsoft.com/downLoads/details.aspx?familyid=86B71A4F-4122-
44AF-BE79-3F101E533D95&displaylang=en  References

• Java Keytools GUI: http://yellowcat1.free.fr/keytool_iui.html

o Syntax
• Openssl X.509 syntax:

http://www.openssl.org/docs/apps/x509.html

• Certutil syntax:
http://technet.microsoft.com/en-us/library/cc773087(WS.10).aspx

• Certreq syntax:
http://technet.microsoft.com/en-us/library/cc755435(WS.10).aspx

http://www.openssl.org/source/
http://www.openssl.org/related/binaries.html
http://yellowcat1.free.fr/keytool_iui.html
http://www.openssl.org/docs/apps/x509.html
http://technet.microsoft.com/en-us/library/cc773087(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc773087(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc773087(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc755435(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc755435(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc755435(WS.10).aspx
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X.509 Certificates Demo

o Find a certificate
• Access some https website, e.g. 

https://www.amazon.com

• Search in the directory of a cert. Provider for user certificates, 
e.g. http://www.a-trust.at

o Export certificate in different formats
• BASE64 / PEM (w/o chain)

• DER

• P7C (w/o chain)

o Inspect the contents with
• Firefox SSL cert viewer

• Windows GUI viewer

• Certutil –v <Cert>

• Openssl x509 –text –in <Cert>

https://www.amazon.com/
http://www.a-trust.at/
http://www.a-trust.at/
http://www.a-trust.at/
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X.509 Certificates Demo (cmd)
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X.509 Standard

o RFC 3280 http://www.ietf.org/rfc/rfc3280.txt

o Defines the structure of certificates and revocation lists

o Basic certificate fields (v1)
• Validated and enforced by (nearly) all applications

• Most important: Public key

• Data that will be signed by CA

o Extensions (v3)
• Optional only. Many application do not validate them!

• Not included in to-be-signed part

• Some of them added by CA

• Many, many options. Rules for names, URLs, components of attributes 
are not extremely strict

o Common errors
• Apps. Do not follow RFC 3280

• Different components of a solution (server/client) interpret MAY condition of 
standard in a different way

http://www.ietf.org/rfc/rfc3280.txt
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X.509 Basic Fields

o Subject Name:
• Note that encoding of the name may be important

• Today: UTF8 recommended, Printable String still 
used frequently

o Issuer Name (Encoding!)

o (X.509) version

o Serial Number: typically random

o NotBefore, NotAfter

o Public Key

o Signature Algorithm and Hash Algorithm
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X.509 Extensions

o Key Usage: Signature vs. encryption

o Extended Key Usage: Client application type

o AIA:  Authority Information Access – different types
• CA certificate of parent CA

• OCSP revocation information (Online Certificate Status 
Protocol)

• Sequence of several URLs

o CDP: Certificate Revocation List Distribution Point
 blacklist issued by parent CA
• Sequence of several URLs

o Certificate Policies
• URL with policies document, object identifier
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X.509 Extensions (2)

o Alternative Subject Name: Different auth. 
apps. may need different forms of the name
• RFC822 e-mail address

• DNS: Fully qualified machine name

• Principal Name: Logon name user@domain.suffix

o Basic constraints: Path length of hierarchy

o Subject Key Identifier (SKI): Hash of 
subject's key

o Authority Key Identifier (AKI): Hash of CA's 
key and/or issuer name

mailto:user@domain.suffix
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Revisit Demo Certificate

o All attributes are associate with OIDs 

(object ID numbers)

o Name components are encoded, encoding 

is specified in the certificate

o Date time values are in UTC format

o Tools display known attributes in a 'nice 

way' – replace OID by values and date 

time in local time format




