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Dr. Elke Stangl, PKI Consultant

Intro: Authenticate yourself!

o Who are you?
o How do you prove that to somebody else?

o Why do you believe that your colleagues
are who they pretend to be?

o What / who defines what you are permitted
to do at the university campus?
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Agenda

Today [April 04]: Lecture 1
A Principles, protocols, X.509 standard
A Certificate lifecycle and usage
A Kerberos: an example for an authentication protocol
A PKl and LDAP directories

Exercises: Labs, guided self-study
A Example scenarios, Windows 2003 SP2. Virtual machines provided [VPC 2007]
A Teams of two students
A "Discussion forum" / e-mail support
A Demonstration of principles, questions included, answers should be submitted
A Including general question not directly linked to labs

Lecture 2 and Q&A on Labs [April 25]

A PKl and certificate lifecycle i real life implementation
Lecture 3 [May 9]

A RADIUS, SSL, EAP/802.1x: Machine versus user certs.

A Smartcards and tokens. "Governmental" cards as an example for smartcard related
processes and "big PKIs" in general.

A Short overview on related technologies (“identity management buzz words"): Meta-
Directories, Federation, Infocard, XrML certificates
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Agenda: Lecture 1 and 2

Intro, Basics and Protocols
X.509 certificates in real world / cryptography in a nutshell

A Diffie-Hellman and RSA A very brief only!

A Practical consequences in PKI / auth solution design
Building an Authorization and Authentication infrastructure
on certs. (Lab!)

A SSL and certificate lifecycle, typical processes

A Certificate mapping: Authorization and authentication at work
Kerberos: Protocol and implementation (Lab!)

A Kerberos tickets

A Authentication topology
Public Key Infrastructure and the role of directories (Lab!)

A PKI Components and implementation

A LDAP directories and other repositories

A To be continued in lecture 2
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Grade / Examination

o Summary of the lab exercises has to be
provided by every student

A Documentation of the work done and answers
to questions included in the lab descriptions
(these slides)

A Note: The purpose of the lab is rather to
elucidate general principles then to make you
experts on specific systems. So the questions
will be focused on non-system specific topics.

Basics and Protocols

Definitions, Principles, "Big Picture"
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Intention

o ldentity Management (IDM) is among the "hot
topics" in many organizations and IT
departments

o High expectations: "IDM will solve anything"

0 Risks

A Organizational / process-related problems are
delegated to IT

A Chicken-and-egg problem

0 As a security professional you will most likely
be involved in IDM / Single-Sign-On  /  PK
projects

Intention (cont'd)

o If IDM projects fail, they often fail due to SIMPLE
error or basic misunderstandings, NOT due to
technological problems (though: technology may
be challenging, too)

o Fundamental questions are not answered:

A Which "entities" are considered: Persons, users
acting in a role, machines, services

A How should entities be authenticated (by which
application)? Minimum security requirements?

A 1s authentication separated from authorization? How
are entities being authorized?
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Intention (cont'd 2)

o Compliance, legal requirements, industry
standards
0 Interconnected world
A Mobile workers
A Blurred network perimeter
o Certificates everywhere
A European Signature Law
A'WLAN, 802.1
A Encrypted data on notebooks

o Initiatives try to standardize "identity world":
Higgins, CardSpace

Definitions

Identity: the "true self" of this entity

Entity (in IT): User, service, machine

Security principal: Entity that can be authenticated

Credentials: Something the entity possesses and presents for

authentication purposes and/or the entity receives after

authentication.

o ldentification: Confirmation of the identity, linking the identity
to a security principal.

o0 Authentication: Confirmation of the claim made by an entity
about its identity. As a result of successful authentication, the
entity obtains credentials.

0 Authorization: Determination of the rights and permission of a

security principal with respect to a certain system, domain,

realm, resource

O O OO
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Chicken and Egg

0 Some "identity management" has often to
be in place already to provide the basis to
ISsue strong credentials

o Examples:

A Smartcards should be issued to external and
internal users i you have to know who your
external and internal users are

A Employees' computers should be given full
network access, guests's notebooks only
internet access.

12

AuthN versus AuthZ

o Authentication and authorization may be
performed by the same system
A Plus: May be simpler to implement
A Minus: In complex and heterogeneous
environments you will end up with lots of island-
type systems
0 Best practice: Separation of AuthN and AuthZ
A Authenticate once

A Every system authorizes and entity based on the
credentials it presents.
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AuthN versus AuthZ: Example

0 Universal badge / card for access to buildings,
recording of working hours and access to IT
systems

Combination of different chip systems on one
hardware token A authentication by different
systems due to different standards and
technologies (contact/contactless)

Authorization 1 - by contactless chip: Terminals
positioned at entrances to different buildings
Authorization 2 - cryptochip / contact required:
VPN servers, web applications, every server (local
groups)

14

AuthN/Z and Cryptography

Authentication has to be based on protocols

Protocols have to be implemented by all parties
involved A have to be standardized

Secure protocols make use of cryptographic methods
and technologies

Authentication: User uses secret (key, password, key
based on passphraseé) to p
operation on a piece of information in order to prove

that he possesses the credentials.

Authorization: AuthZ systems manage lists of
permissions and system rights = rules in terms of:
Entity X (as per credential, e.g. user name) may do Y
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[Crypto in this Lecture]

0 These slides contain some information on
public key cryptography that is / will be
covered in the lecture on Applied
Cryptography

o Slide titles in [brackets]

0 These slides are used on demand or if
guestions are raised. Contents is not the
core contents covered by this lecture.

o Intention: To provide "complete" material.

15

Why Do We Need Protocols?

o Parties (Alice and Bob) do never meet face-to-face
0 Justice: Alice and Boc must not cheat
o Eavesdropper (Eve) should not be given a chance

0 Active malicious attackers (Mallory) should not be
given a chance

o If Alice and Bob never meet, secure protocols
need to involve a third trusted entity A Trent

o Note new risks association with introducing Trent:
A Trent might also be corrupt

A Attacking Trent or eavedropping Trent's
commuinication could be more appealing than
attacking Alice or Bob

16
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Secure Authentication by Protocols

o Protocol: A set of steps the authenticator
and the entity to be authenticated have to
follow.

0 Secure authentication is always based in
protocols. Cryptography / technology only
does not give you security

0 Examples of everyday protocols:

AHow to cut a pizza in a fair way?
AA Cut and Choose Protocol

17

Delivery of a Locked Suitecase

o Alice wants to send Bob a suitcase with sensitive
content. Goals:
A Nobody must be able to open the case except A or B
A Bob needs to know that the suitcase is sent by Alice
o Protocol

1. Ali%e puts her padlock on the suitcase and sends it to
Bo

2. Bob puts his padlock on it (in addition to Alice's) and
sends it back to Alice

3. Alice removes her padlock and send the suitcase back to
Bob

4. Bobremoves his padlock and opens the suitcase

o0 Caveat: If this should be transferred to mathematical
operations, you have to make sure that operations are
commutative

18
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[Virtual Coin Flipping Protocol]
o Goal:
A Alice flips a coin
A Bob should gess: head or tails?
A Alice must be forced to disclose the correct result to Bob
0 Realization
1. Alice creates a random number x and calculates its hash
value f(x)
2. Alice sends f(x) to Bob who cannot calculate x
3. BIOb guesses: x is even or add. He sends his estimate to
Alice.
4. Alice discloses x to Bob
5. Bob calculates f(x) to confirm that Alice has not cheated.
20

[Cryptography in a Nutshell]

o Plain text A [Algorithm and key] A cipher text
0 Best practices

A Algorithms are standardized and public

A Only the key is secret

A Security <> putting the secret into a safe and hiding the
safe

A Security = giving the attacker a safe with specifications,
relying on the strength of the algorithms and the size of the
key

0 Symmetric versus asymmetric cryptography

A In most implementations a combination is used for
performance and security reasons

A Asymmetric: Private/public key pair

29.03.2008
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[Encryption]

=

Alice encrypts data using a symmetric key

2. Alice searches for the public key of Bob in a
(public) directory

3. Alice encrypts the symmetric data encryption key
using Bob's public key
Alice sends the encrypted data to Bob

. Bob decrypts the data encryption key using his
private key.

6. Bob descrypts the data using the data encryption
key.

Note: Bob cannot be sure that the data are from
Alice

a s

21

Encryption - Implementation

o Alice has to find Bob's public key "with reasonable efforts
A Directories or direct exchange of keys / certificates

0 There is no universal directory, nor are there universal
"Trents"

A Reality: Many providers of certificates, providers are certified by
OS and browser vendors. Users or system admins rely on
vendors
o Established technologies:
A X.509 certificates
A PGP Pretty Good Privacy
o0 Challenge: Design the processes for key archival and
recovery
o Common misunderstanding: Keys managed by an
organization can as well be used to communicate with
external parties.

22
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[Digital Signhature]

Alice creates a hash value of her data
She encrypts the hash using her private key
Alice sends the following to Bob:

A the data in clear text

A the encrypted hash value

A her certificate including her public key (optional)
Bob verifies the certificate by checking with Trent
Bob decrypts the hash value using Alice's public key
Bob generates a hash value from the data

He compares his hash value and the one Alice has sent. If
they are equal he knows:

A That the data are originating from Alice

A The data have not been tempered with in transit

23

Signature: Implementation

Different key pair than for encryption

A Encryption key may be escrowed, signature keys may

not (legal argument, not a technical requirement)
Same technologies as for encryption, but
processes and challenges are completely
different.

Many systems require to check the point of time a
signature was made

A The time should also be confirmed by a secure
protocol and should not be forged (such as: using the
time at the signer's machine)

A Example: Signature on code or macros. Without a
(cryptographic) time stamp, code would have to be
resigned when the signer's key becomes invalid

24
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[Key Exchange in Public Key Crypto]

o Alice and Bob need to exchange their public keys
0 Alice wants to start exchanging
A She creates a random symmetric session key
A She asks Bob for his public key
A Bob sends Alice his publis key
A Alice encrypts the session key with Bob's public key
A and sends the encrypted session key to Bob
0 EOb descrypts the session key using hos private
ey

o0 Risk: How does Alice ever know she is
communicating with Bob?

26

Key Exchange in Practice

o The whole purpose of PKIl is to ease and
support the process of "seamless" exchange
of keys

o Typically clients = applications search for
keys and exchange keys, the end-user
should not be bothered with having to
manage keys.

o Organizations manage directories holding
keys of its employees or persons of partner
organizations

29.03.2008
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Digital Signature in the EU
o Different classes of signatures: simple, advanced,
qualified
A Qualified signature require "Secure Viewer" i What
You Sign is What You See"
o One European signature directive, different laws in
every country
A Invoices: Advanced signature sufficient in Austria,
gualified signature required in Germany
A Different software for qualified signatures in every
country (Acrobat Plug-Ins required)
o "Cross-certification” by law, not "by technology"
o Still open legal questions in cross-country
invoicing
28

[Man-in-the-Middle Attack]

1. Alice and Bobs wants to exchange their public keys.
Alice believes she is sending her public key to Bob

2. Mallory intercepts the communication and sends HIS
public key to Bob instead of Alice's

He also send his key to Alice instead of Bob's

When Alice tries to communicate with Bob, she
enccrypts her session key with Mallory's key

Mallory intercepts the message and decrypts it with
his private key

6. He encrypts the message again with Bob's (real)
publiy key and sends it to Bob

7. Bob decrypte the message using his private key.

Hw

o
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Comment on Man-in-the-Middle
o Peter Gutmann: Security Theatre
o How would you try to hack amazon.com's
database of credit card numbers?
30

[Interlock Protocol]

1. Alice and Bob send their public keys to each other i Mallory would be able
to replace them

2. Alice encrypts a message for Bob with Bob's public key and send ONE
HALF of the encrypted message to Bob.

3. Bob creates sends a short reply (achknowledgement), encrypts it with
Alice's public key and sends half of it to Alice.

4.  WhenAlice has received Bob's reply she sends the second half of the
enclrypted message; then Bob's sends the other half of his encrypted
reply.

5. Bob and Alice can now put together the two halves of the message an
decrypt it using their respective private keys.

Why does this mitigate a man-in-the-middle attack by Mallory?

o The full message can only be decrpyted if both halves have arrived

o Mallory would have to replace half by half, he cannot wait for the second

halfi so he would have to create a completely new message

o He would need to know exactly what Alice and Bob are talking about. If
Alice and Bob ever communicate via another channel and refer to this
communication his attack would be noticed.

29.03.2008
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31
Trent acts as a Mediator
o Definitions
A Certification Authority, CA
A Key Distribution Center, KDC
A Key Escrow
0 Trent= KDC, CA
o Certificates
A contain the public keys of Alice or Bob
A Contain A's and B's name, date of birth etc.
A are digitally signed by Trent
o No chance for Mallory
A 1f Alice and Bob both trust Trent
A Trentis not currupt
A Mallory cannot guess the private key from the public key in a
"reasoneble amount of time".
32
[Time-Stamping Protocols]

0 Messages are sent at a certain point of time indicated in the
message / file. If the time stamp can be forged Mallory could
"replay" a message later.

0 Acertain quality of a time stamp may also be required for legal
reasons.

o Challenge: Trent may be asked to time stamp a document without
being allowed to keep a copy of the document

0 Realization

A Alice creates a hash value of the file
A Alice sends the hash value to Bob

A Trent adds the date producted by a standardized "official" clock and
signs this time stamps together with Alice's hash

A He sends the signed data to Alice who adds it to her message / file
as an attribute.

29.03.2008
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Goals in Public Key Cryptography

o Alice and Bob only need to exchange public
keys
o0 Based on trust in another entity they can be

sure that their public keys have not been
forged

o Certificates and public keys can be
invalidated = revoked

o Certificates have a limited validity period to
compensate for the practical security limits of
asymmetric cryptography

34
PK is just an example!

o Authentication can be based on other
methods based on technologies of similar
"strength™;

AKerberos, federation, é

o Common elements of auth. solutions

A Agreement on trust in other entity or cross-
trusting each other

A Entities present tokens that are based on
encrypting and/or signing data

29.03.2008
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X.509 Certificates and Public
Key Cryptography 101
Information in [brackets] is
covered in depth in another
lecture
36

X.509v3 Certificates and Keys

o Signed files that contain public key
0 The private key has to be stored in a secure location
A Hardware token
A Software location protected by another key and/or passphrase(s)
o Computational security: RSA, Elliptic Curves
o Certs. / key are typically assigned to users or machines

0 Keys are generated at the client ("Alice") and only certificate
requests containing the public key are sent to a certification
authority (CA, "Trent")

0 One CA may certify another CA A hierarchy

o0 Private keys may also be sent to Trent for escrow, but then
the key has to be encrypted by another public key belonging
to Trent.

29.03.2008

18



X.509 Certificates T Demo (GUI)

Certificate == :
Certificate

et

General | Details | Certification Path

3; Certificate Information

This certificate is intended for the following purpose(s): Field
= Allows data on disk to be encrypted = |Version
» Protects e-mail messages Serial number

= Proves your identity to a remote computer

Issuer
valid from

General | Detals | Certification Path

Signature algorithm

Value
V3 E
14 a5 41bd 00 00 00 00 00 05
shalrsA

punktwissen CA, punktwissen .
Donnerstag, 25. Janner 2007 ...
Freitag, 25. Janner 2008 00:4...

=) Valid to

Issued to: Elke Stangl | punktwissen = bl kew

BSA 11N74 Rits)

universe
DC = everything

Valid from 25.01.2007 to 25.01.2008

¥ ou have a private key that corresponds to this certificate.

Learn more about certificates

E = elke @punktwissen.com

Tssued by: punktwissen CA CN = Elke Stangl | punktwissen

Ol = IT Security and PKI Consulting
OU punktwissen Proyer und Stangl OEG

Learn more about certificate details

Edit Properties... | | Copy toFile...

OK

X.509 Certificates Dem

B C\Windows\system32\cmd.exe.

2.5.29.31: Flags (Length - 63
CRL Distribution P
[11CRL nhtnhunnn Point
tribution Point Name:

-3.6 5.5.7. 1 1' Flags A, Length = 75
Authority Inf ation m:cess
[1]ﬂut}|nr1ty Info Acces:

flcernative Ham
URL-http: //punktuissen .con/punktwissenCA.ort
[21futhority Info eeres

Alternative Nam
Signature Algorithm:

Algorithm Objectld: 1.2.848.113549.1.1.5 shalRSA
Algorithn Parameters

[Signature: UnusedBits=0
apea 69 9 6 b2 hd

63 18
c5 c4

4a 5¢c dc ea d4
Certificate

jCert Hash{md5>: dd 55 8f 2b dbh 63 93 9f c6 e2 92 3f fa Fe 8d

[CertUtil: —dump command completed successfully.

C: \Wsers\elke\Desktopde

KeyID=cB 34 a3 4a 37 18 f0 5a d3 3a 2e de 4a 13 6a fa 48 cf 1h 89

ttp://punktwissen.con/punktuissenCA.crl
ht tp://punktuissen/CertEnroll /punktuissenCh.or

Access Metho 3 ificatinn Authority Issuer ¢(1.3.6.1.5.5.7.48.2>

flccess Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2>

URL=http://punktwissen/CertEnroll /punktuissenCh.crt

Key I1d Hash{rfc-shal>: Bc ca ch 98 63 b2 5c c5 83 ed 6c 47 28
Key 1d Ha*l\(“hal)' Pc 66 32 1% d? dd d6 66 ad 4d £O 7a 17 88 7: d8 al el dc B6
[Cert Hash{shald: '?E dc Se 63 6h 22 be 79 ca 1f fB ce 52 £3 h5 53 2¢c aa ef b5

lﬂécmd)

29.03.2008
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X.509 Standard

RFC 3280
0 Basic certificate fields (v1)

A Validated and enforced by (nearly) all applications

A Most important: Public key
o Extensions (v3)
A Optional only. Many application do not validate them!
Defines the structure of certificates and revocation lists
o Many, many options. No strict rules for names, URLS,
components of attributes, e.g.
A Components of subject and issuer name
A Certificate policy elements

(@)

(@)

40

X.509 Extensions

o Demo: Check some certificates for important

extensions

A (Extended) Key Usage: Web apps. (may) require
Client Authentication / Server Authentication.

A AIA: Authority Information Access A CA
certificate of parent CA

A CDP: Certificate Revocation List Distribution
Point A blacklistissued by parent CA

A Alternative Subject Name: Different auth. apps.
may need different forms of the name

29.03.2008
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Using Certificates for AuthN/Z (?)

0 Authentication
A Based on the possession of the private key
A User has to sign a challenge presented by the
authentication application
0 Authorization (?)

Aé makes the certificate
passport
A Certificates for specific purposes, denoted by
A Extended Key Usage
A Key Usage
A Certificate Policy (OID)
A Access rules built on name components, such as
Organization Unit (OU=) or organization (O=).

41

a

[Diffie-Hellman]

o Exchange a symmetric key "without
exchanging a key"

o Similar to the secure delivery of the locked
Suitcase
o Challenge: Find proper commutative
operations
o Whitfield Diffie und Martin Hellman: 1976
0 Clues
A One-way functions
A Modular arithmetics, number theory

42
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[Modular Arithmetics]

0 Also called clock arithemtics
0 Used to build one-way functions
o Example
Fmod7=1 x=7?
3¥mod 7=243 mod 7 =5
By trial and error (only) A x=6
o Large numbers: 4711% (mod 420815) = 666
A Trial & error becomes cumbersome
AY Computational security
A Mathematics: Discrete logarithms

44

[DH Protocol]

Alice and Bob choose a secret number (A, B)

. Alice and Bob agree (via a public channel) on two numbers
Y und P withY > P

Alice calculates YAmod P = a | Bob calculates YEmod P =b

Alice and Bob exchange their results in public

Alice calculates b”A mod P | Bob calculates a® mod P

Both get the same result (using(*)):

bA=[YEmodP]A =[YBAmodP|=[YAmodP|® =af

€ thus is can be used as a symme
Pre-requisite: The operation is commutative

Eve would need to calculate A and B from a and b...

0.6 which is "impossible" as per c

N

o0k w

B © oo

(*) Commutation:
amodn*amodn=a*amodn modn=a2 (mod n)

29.03.2008
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[RSA: Rivest-Adleman-Shamir]

0 Ron Rivest, Adi Shamir, Len Adleman
1977

o Clifford Cocks 1973, but classified by UK
Government Communications
Headquarters

o Patented algorithmus (until 2000)
A Used by RSA Security Inc.

A Patent violated by first version og PGP (Pretty
Good Privacy) by Phil Zimmermann

46

[INumber Theory]

o Euler's Phi function/ totient funtion F (n)
F (n) = Number of numbers that are composite to n (ho common
factors)

o Ifnisaprime numberthenistF(n)=ni 1

o Ifnis the produkt of two different prime numbers p and g then
F(N)=(@T 1)(qT 1) }
(n'sonly factorsarepandqyY al | possible facto
multiples of p: frompx 1 untilpx(q-1) é)

0 Inverse operation of "modulo n" = discrete logarithm

l=(@x)ymodn €& all x ( mod!modn=xmodn
o Theorem of Euler-Fermat: aF™mod n =1
o Y xcan be calculated:

x=afFM1Imodn

29.03.2008
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[RSA Algorithm]
1. Two large prime numbers p <> q are generated
2. The product nis calculated: n=p *q
3. Euler's Phi function is calculated F (n) = (p 1 1)(qT 1)
4. Choice of e with 1 <e < F(n), no common factors with F (n)
e, né public key
5. Calculationof d with:d*el 1 (F(np d
d é private key
6. Encryption of message M
C=Memodn
7. Decryption
Cdmodn = (Me)d modn = Memodn
Cdmod n = MKP-DEDImod n = M * MkP-1)@1) mod n
Cimodn= M*MKFMmodn = M * 1 [Euler-Fermat]
48

[Security of RSA]

0 e can be standardized:

A Due to performance reasons specific values are chosen for e, e.g.
65637 = 216 +1 (only two binary digits are equal 1, simpler
calculations)

A Often random numbers are attached to M (also to avoid "weak" Ms)
o Calucation of p, g from n and e is extremely slow
A RSAFactoring Challenge

A sStatus: n with 200 decimal digits factorizes using the equivalent of
55 years and an 2GHz prozessor

A =Cca. 450bit

o0 Current recommendations
A 1024bit A secure until about 2010
A 2048bit A secure until about 2030
A

29.03.2008
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49
[Weakness 1: Receipts]
Signature S = Decryption D, Verification V = Encryption E
1. Alice signs and encrypts for Bob: Eg(SA(M))
2. Bob descrypts and verifies: V,(Dg(Eg(SAa(M))))
3. Bob signs and encrypts for Alice as a receipt:
Ea(Ss(M))
4. Alice decrypts, verifies and compares.
5. Mallory uses Alice's orginal message again which decrypts
to gibberish for Bob:
Vu(Dg(Eg(Sa(M)))) = En(Dg(Eg(Da(M)))) = Ep(DA(M))
6. Nevertheless, Bob sends a receipt:
Ew(Se(Em(DaM))) = Eyy(Da(En(DaM)))
7. Mallory can deductM: DY [EY DyY E,
50

[Weakness 2: Encrypt First]

o Usual practice: Sign first, encrypt then (Virus scanner
may change signature!)

0 Attack vector, if reversed. Risk: Bob can insist on
having received another message

o Alice encrypts for Bob and signs then
A (MeB mod ng)® mod n,

o Bob claims that he has received another message M'

A He knows how to factor n to primes so the can easily find
an x with (calculate the discrete logarithm) with
M>* =M mod ng

A He claims that there is a "new e" is = x * eg, that has
been used by Alice

29.03.2008
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Crypto Considerations in

Implementation

o Choice of validity period, key size and algorithms
has to be based on best practices
A NIST, NSA,
o Life times are typically nested
A The child may not live longer than the parent
A All life times incl. "all Trents" have to be considered.
o Not all clients are capable of using the optimum
recommended values

A Trade-Off between security and compatibility /
scalability of the solution

A Not all applications and clients may be known at
design time

51

Common Pitfalls in Implementation

o Some Networking clients / appliances are not able to validate
é

A public keys > 2048bit
A More than 2 levels in a hierarchy of certification authorities
0 Special characters in certificates: UNICODE is supported, in
X.509 but you should not rely on support by applications
o Clients cannot access URLs in certificates
A By firewall rule
A Protocol / syntax not understood
A URL is outdated / not populated

A Note: Since not every application is validating all extensions,
authentication may work until the first "rigorous" application is
implemented

o0 (Otherwise optional) extension are marked as critical

52

29.03.2008

26


http://www.keylength.com/

Number of Certificates / Entity

An entity can have an "unlimited” number of certificates
A Limited by: space on hardware token

A No limits for software token, performance may degrade for "extreme"
numbers (~ 100s of personal certificates)

Pure signature keys must not be escrowed so typically at least two
pairs of keys are used (Signature/encryption)
Purpose of a key is denoted by the attributes:

A Key Usage: Digital Signature, Key Encipherment, Data Encipherment, é

A Extended Key Usage: File Encryption, E-Mail Protection, Client
Authentication, Server Authentication

One certificate / key may be used for different purposes

The issuance of a specific certificate may be permitted only if the
entity already has a valid certificate

A First certificate has to be issued via other process

A Co-existence of old an new certificate near the end of the validity period.

53

Certificate Usage

Example: Mutual authentication by SSL.
Certificate lifecycle, processes, implementation.
From AuthN to AuthZ using certificate mapping

54
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SSL Overview

o Goals
A Confidentiality of information sent over untrusted networks

A Strong authentication of involved parties (A confidential info
should not be sent to the wrong one A phishing)

0 SSL default (web shop): Server presents its certificate to the
user
A User verifies the server certificate

A Browser creates a session key and encrypts it with the public
key of the server

A Server decrypts the session key
A The session key is used for symmetric encryption

o Optional: User also presents a certificate to the server
A The certificate may be mapped to a security principal

A Scenario: Web collaboration platform used by known i
indentified users. E.g.: All FH students receive a certificate on a
smartcard issued by an FH certification authority

56

SSL Server Cert. Attributes

0 [coveredin part in previous section already]
o Demo: Check SSL server certificatesissued by well-known
providers
A Verisign, Thawte, Cybertrust, GlobalSign, GoDaddy
A Note: there are no common standards on some attributes
0 InWindows GUI
A V1 attributes: Top of the list, no special symbols
A Extensions: Green arrow
A Properties: Pencil
o Compare: Firefox view, cmd view
o Differencesin
A Key Usage and Extended Key Usage
0 URLs
A Many providers do not add all URLs needed to build a full cert. path
A A relying on intermediate certificates hard-coded in OS and browsers
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Implementation of Trust

Only root certificates can be trusted A "trust
anchors"

Roots are hard-coded in OSs / browsers based on
certification programs offered by vendors
Intermediate certificates are required to "find the
way up to the root"

Some application may require to "trust” the
intermediate CAs as well A this is actually a kind
of authorization

Unintended trust: Issuing internal certificates by a
public "ubiquitous" CA

Liability: very limited, as per certificate policy

57

What does a Web Client Check?

(As every application) browsers may or may
not check all attributes in the certificate
(strictly)

As the owner of a we application you can
never be sure how browsers will validate
certificates or how errors will be presented to
the end users

Certificates should always be designed
considering the most rigorous client in mind

58
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Risk Analysis

o Peter Gutmann (again): "Security Theatre"

0 Risks mitigated by SSL: Eavesdropping

A Who would try to eavesdrop packets targeted to a
specific web server "somewhere on the internet"?

A Never observed

o Phishing mitigated by Extended Value
Certificates (?)
A The user is the weak link

A SSL server authentication is finally performed by
human beings

60

SSL Client Certificates

o0 Extended Key Usage: Client Authentication
o Not used by SSL only: 802.1x, VPN

o0 Common problem: How to limit trust?

A Certificates should be trusted only for SSL but not
for VPN

A Typical "workaround": Use different issuing CAs
A distinguish by issuing CAs

A Generalize this approach: a field in a certificate is
effectively used for authorization

o Part of a bigger problem:
A Should certificates be used for authorization?

29.03.2008
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SSL Client AuthN

o0 The web server has to authenticate the client based on
A The data in the certificate (public)

A The confirmation that the client possesses the private key (by
asking for a signature)

o Differentflavors / "strengths" of AuthN

A Allusers with a certificate issued by a trusted CA may access
the server - "group authentication”. Strictly speaking the user is
not authenticated.

A Each single user is authenticated A an individual naming
attributes has to be evaluated.

o Differentlocations of AuthN

A The web server may authenticate the user based on a database
it hosts

A The web server may delegate authentication to another
database server, thus may look up information in a directory.

61

SSL Client AuthZ

o0 AuthZ may be based on information in the certificate
itself (caveat!). Typically the following fields may be
used:

A The Distinguished Name (directory name) of the user.
Mostly parts of the name, such as Organizational Unit or
Organisation (OU=, O=)

A The Issuing CA Distinguished Name. Web servers have to

trulst the CA, so AuthZ should be done based on the name
only

o0 AuthZ may be based on the permissions of a system
user a certificate is "mapped to"
A The server checks a database that links attributes in
presented client certificate to security principals that are

given permissions (e.g. access control lists or system
rights

62
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Certificate Mapping

o 1:1 mapping at the web server
A Each certificate is mapped to a specific user
A Permits the implementation of granular permissions
A High administrative efforts

o l:many mapping at the web server
A A group of certificates is mapped to one system user
A The system user represents a "role"

A Example: All certificates issued by the CA operated by a
partner company (= have the same issuer field) are
mapped to one user

0 Using a special attribute to map against a directory
A Example: Windows Directory Services Mapper
A Attribute: User Principal Name

64

Certificate Path Validation Details

(]

SSL server and client are both validating each other's
certificate
Validation:

A Each certificate in the certificate path (hierarchy) is checked for
compliance with X.509

A The revocation status may be checked
A The self-signed root certificate needs to be trusted
0 Trust

A Certificates are marked as trusted by placing them in a special
store: file entry, registry

Publication Points

A The chain can only be validated if client or server are able to find
the superior certficate

A CDP i Certificate Revocation List Distribution Point
A AIAT Authority Information Access (CA Certificates)
A The root certificate should not include URLs

(]

o
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Certificate Revocation Detalls

Certificates are public files than cannot be "withdrawn"
In order to make them invalid, an entry has to be added to a public
blacklist = revocation list

A Entry: Serial number + reason code
SSL server and client find this blacklist by following URLs embedded
into the certificate
These URLs are added to the optional CDP extension. The issuer of
a certificate can never force the relying party (the entity validating
the certificate) to check the revocation list
Revocation checking can be configured in many applications
Revocation lists are cached by relying parties A trade-off between
current revocation information and network traffic, delays, time-outs
when the client is offline
Alternative to X.509 CRLs: OCSP = Online Certificate Status
Protocol, not cached. Signed response created on request. Typically
based on CRLs. Validity period extended due to performance
reasons to some hours.

65

Certificate Lifecycle

Initial certificate issuance

A May be subject to a rigorous process:
Server: Commercial register, domain ownership
Client: Manual approval by registration officer required or
registration officer issues the first certificate on behalf of the user

A Server admin may request certificate directly or a PKI admin
does it on behalf of him.

Renewal
A Before end of validity period (otherwise it is a new initial request.
A Request is signed used the existing key

Revocation

A Reia(ljson Code: Key Compromise, Cessation of Operation, On
Ho

Process has to be implemented that trigger renewal or
revocation

66
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Real-Life Challenges

Should certificates be issued by an "internal" or an "external" CA? A
Aninternal CA can serve external clients as long as the URLs are
accessible. Externals have to trust the foreign CA explicitly.

Distribution of CRLs and CA certificates that are issued once every
few years A organizational challenge

Web server is located in a DMZ, the users' database / directory is
located on a machine on the intranet.

Mapping design and ongoing management

Group nesting (using system groups in mapping): The person who
owns and manages the group controls the security of the web server
i NOT the owner of the web server who has configured access for
this group

(Timely) certificate renewal for server (and probably also clients)

Client do not directly access the web server but a reverse proxy i
"one hop in between". Web servers use a database on a different
server. How can a client authenticate to the "right" server A
Impersonation, delegation

67

o

O O O O

Lab 2 Preview

Issuance of Server Certificate and client certificate
using a PKI (different issuance options)

Configuration of a web server for SSL
Mutual authentication of server and client

Browser Configuration, checking the client's
behavior with different server certificate attributes

Effect of certificate revocation

Certificate mapping handled by the web server
Certificate mapping handled by the directory
Difference ways of using mapping for authorization

68
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Lab 2 Preparation (Demo)

Web server console
A Virtual server and virtual directories
A Configuring for SSL: optional/mandatory, server-side/client-side
Certificate stores of server and clients
A Personal certificates
A Trusted Root certificates
Directory Services
A Active Directory, LDAP
CA Hierarchy used in the Lab (will be covered in detail in Lab 1)
A "Offline" Root CA
A Online Issuing CA
PKI Interfaces
A Certificates Console
A Web Enroliment

69

Kerberos

An Example of an Authentication
Protocol
Protocol Details and implementation

70
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Kerberos Standard

0 Cerberus: A dog with three heads protecting the
entrance to Hades

A Alice, Bob, Trent
A User, Server, Kerberos Center
0 Kerberos can contain AuthZ information i the
details of the implementation are up to the vendor.
o Kerberos v5
o Implementation examples
A Windows HTTP
A GSS-API
A A parts of details are up to implementers / vendors

71

Kerberos Standard (cont'd)

o Developed by MIT, used in the *NIX world

o Since Windows 2000 also the primary
AuthN mechanism in Windows

o Kerberos defines "trust boundaries"
A*NIX: Kerberos realm
AWindows: Windows forest
A Tickets can validated within these boundaries

72
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Kerberos Design Goals
0 Users want to access services
A On the same machine
A On other machines
0 Authentication and management of security principals should
be centralized
A User credentials are managed in one place
0 Authorizationis up to the service owners. Centrally managed
groups could / should be used to ease AuthZ configuration
0 The central database does not keep track of currently issued
"tickets"
A Users should receive tickets that allow them to access services.
A The central trusted entity should manage issue and renew these
tickets but does not need to know / track which tickets have been
issued to which entity
A Users are responsible to ask for tickets and to manage their
tickets
74
0 User = Alice, Service = Bob
o Kerberos Distribution Center = "Trent"

A Alice and Bob both have a common long-term shared secret in
common with Trent. This can be used to encrypt
communications (E, Eg)

0 Overview on Kerberos protocol

1. AliceY Tr & am Alice (A) and | want to access Bob (B)

2. Trent create / defines: Time Stamp T, validity period L, random
session key K and Aleend the f ol
EA(T,L,K,B) und Eg(T,L,K,A)

3. Alice can only decrypt the first part. AliceY Bo b :

Ex(A,T)and Eg(T,L,K,A)

4. Bob can decrypt also the second part, then he uses K to
decrypt the first part. He sends as confirmationY A | E.(Te-:
1

29.03.2008

37



75
Kerberos Tickets

Long-term symmetric key:

A Users and Services/ Services both have gasswords tothe
authenticate to the Kerberos Distribution Center (Note: Machine
passwords are changed without user interaction)

A This key is derived from the password using different )
cryptographic functions: e.g. DES + MD5. (Note; incompatible
encryption / hash funtions are common errors in interoperability
scenarios)

A Combination with Public Key Crypto: Using an RSA key pair to
create the secret

Different kinds ot ticket

1. Ticket Granting Ticket (TGTs) are issued to provide access to a

Ticket Granting Service (TGS A "Bob # 1"
2. Service Tickets are issued by the TGS to permit access to
services ("Bob # 2"

Exchanged encrypted data:

A E((AT) Authenticator

A Eg(TLKA) ¢é Ticket

76

Local Logon - TGT

Note: A user needs a ticket to log on to his local workstation

A The local machine is treated in the same way as a remote
service!

User "Alice" sends pre-authentication data (KRB_AS_REQ):
"I am Alice (A) and | want to access Bob1l (B1)

KDC "Trent" replies with a ticket for "Bob1"
A Bob1 is a special service - the Ticket Granting Service

Trent's reply in detail: E5(T1,L1,K1,B1) und Eg;(T1,L1,K1,A)
A E, ... Ticket information, can be read by Alice A A gets key K

AK1é Ticket Granting Service ses

AEgé Ticket to be presented at
AA é User cr ede n tAithdissatickét forfAlice f o r

T
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Local Logon1-TGT

_FIKRB_AS_REQ KO

Client KRE_AS_REP 3
==
@ KRB_AS_REQ
_[E] KRB_TGS_REQ
B oo REP o Pre-authentication
 * 'KRB?TGS?REP o_

KRE_AF_REQ }
I
y
a
| KRE_AP_REP

% Systermn Key

" @
KRB_AS_RE P - @ Ticket Information
C)
. Ticket-Granting Service
Ticket %
@ Information Sessian key
Ticket -Granting
Service Session Key Ticket-Granting Ticket
é@gii-&am ng Q Ticket-Granting Service
% Systemn Key Session Key

Source:
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Local Logon T Service Ticket

o Now the TGS is Trent and Alice asks for a service
ticket from the TGS.

o Note: The TGS is typically hosted on the same
machine a the KDC

o User "Alice" sends her per-authentication data
encrypted with the session K1 in common with the
TGS and the ticket she has just received:
E«,(A,T1) and Eg,(T1,L1,K1,A)

o TGS "Bob 1" decrypts both and sends Alice a
Service Ticket for Bob 2 which is her own machine
EA(T2,L2,K2,B2) und Eg,(T2,L2,K2,A)
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Local Logon 21 Service Ticket

% User Key
Q“\u Ticket-Granting
Sy Ticket

Ticket-Granting Servics
Session Key

KREB_TGS_REQ

(o Ticket-Granting
" Ticket

@ Authenticator

% System Key

Bildquelle

Domain Controller @

Tailspintoys.com

' mceount
User Key

@ Ticket-Granting
Service Key

Systermn Key

Yorkstation

% User Key

oy Ticket-Granting Ticket
&

Session Key

Ticket-Granting Service

KRB_TGS_REF

& Ticket
Information
& Session Key
Service Ticket

Systern kKey

Domain Controller
Tailspintoys.com

% User Key

Ticket-Granting
Service Key

% System Key

80

Local Logon 3 (Windows)

@ Ticket Information

% Session Key

% Session Key

Alice presents the Session Key K2
(pink) to the Local Security
Authority (Windows specific)

A Authorization data are retrived

% User Key

é% Ticket-Granting Ticket

Workstation

Ticket-Granting Service
Session Key

N\

% Systermn Key

N

% Session Key
73 veor cragentiais

+
% Systern Key

User Credentials
;& in Ticket +
Local SIDs

‘b User’s Acoess Token

from the service ticket and
local groups are investigated
to create the access token for

the local machine

Bildquelle
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Access to a Remote Service

o0 The user "Alice" needs to have a TGT

0 "Bob 2" is now another server
ASame procedure but é
A Local "System Key" is replaced by
A Remote "Service Key"

o0 TGS "Bob 1" issues a service ticket for
"Bob 2"

82

Accessing a Remote Server 1

0 (TGT has been issued previously)
0 Requesting a service ticket from the TGS

Workstation KRE_TGS REQ

@'}‘;‘4 Ticket-Granting
| Ticket
% Authenticator

User Credenti:

Cache
% User Ke
&Tickm-(}rant\ ng Ticket

% Ticket-Granting Service
Session Key

¥

Source:
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Accessing a Remote Server 2
0 The TGS issues a service ticket
Workstation
% User Kv @ Ticket Information
%chka:&antfng Tlcke.t & ssesion oy
Sossion K Service Ticket
Source:
84

Accessing a Remote Server KRB_AP_REQ

0 The user tries to access the service, e.g. a
web server and presents its service ticket.

0 The service ticket is encrypted by the
service ("Bob 2")

o If the user demands mutual authentication,
the server returns an encrypted time
stamp: E,(T2 + 1)
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Accessing a Remote Server 3

Tailspintoys.com

Source:

Workstation

QH“-Q Tieket-Granting Ticket

Ticket-Granting Service
Session Key

Service Ticket
Session Key

KRE_AP_

Ty
Service Ticket

%Authentimtur

Server

% Service Key

% User Key

Ticket-Granting
Service Key

% Service Key

0

Mutual Authentication Flag

@ Authenticator Data
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Accessing a Remote Server 4

Source:

Workstation

QIE Ticket-Granting Ticket

Ticket-Granting Service
Session Key

Service Ticket
% Session Key

4

KRB_AP_REP
'

1

I b

I s} Mutual Authenticatin
| Information

Server

Q) swsien oy

Tailspintoys .com

Key Di
nt
% User Key
Ticket-Granting
Service Key

% Service Key
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http://technet2.microsoft.com/WindowsServer/en/library/4a1daa3e-b45c-44ea-a0b6-fe8910f92f281033.mspx?pf=true
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Different Realms / Domains

o Referral of requests to responsible KDC
o0 TGTs are always issued by home KDC
(where the user lives)

0 TGS has to be issued by KDC of trusted
realm

Shared Inter-Realm Key

eeeee

Cross-realm Service Ticket Request

1. User tries to send a TGS request to his home
realm first

2. His TGS determines that the desired server is not
a security principal in its realm A send a referral
ticket = TGT encrypted with the inter-realm key

3. The users sends his request again, now to the
other TGS in the trusted realm. He attaches the
referral ticket.

4. The trusted TGS decrypts the referral ticket. If
successful, the user is issued a service sicket for
the service in the trusted realm.
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Kerberos Delegation

o0 Remember the web server

o Two-tier architecture:
A Web server accesses database server
A Both should use domain / realm user

o The web server does not know the user's
credentials (hopefully)

0 A Solution: The web server receives a ticket
"on behalf of the user". This ticket allows it to

impersonate the user without knowing the
user credentials.
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Lab 3 Preview

o Inspection of Kerberos tickets
A Ticket granting tickets
A Service tickets

o Purging, new issuance

o Ticket flow and contents in Network
Monitor

o Changing Kerberos-related configuration
to provoke typical errors A troubleshoot
using Kerberos tools and Network Monitor
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Lab 3 Preparation (Demo)

o Kerberos tools
A Kerbtray
Aklist
o Network Monitor
o Kerberos-related attributes in Active
Directory, LDAP tools
ALdp
A adsiedit
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Public Key Infrastructures

e and the Role of
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PKI 1 s

o Technology
A Certificate services
A Directories, publication points
A Management tools and inventory databases
A PKiI clients and applications (subscribers and relying
parties)
0 Processes
A Certificate lifecycle
A Contingency planning (compromise!)
A PKl lifecycle (years!)
o Organization
A Legal and HR issues
A Definition of identity and level of assurance
A Human subscribers
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CA Hierarchies

o Hierarchy is defined by signatures: parent CA
signs subordinate CAs or end-entity certificates
o Hierarchies enforce "nested" validity periods,
typical values
A Root CA: 24 years, 4096 or 2048bit
A Intermediate CA: 12 years, 2048bit
A 1ssuing CA: 6 years, 2048bit
A End-entity: up to 3 years, 1024bit
o Logical hierarchies can be built by cross-
certification
A A Root CA certificate renewal is a kind of cross trust
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Cross-Trusts

o Full trust: Import of foreign root
0 Restricted trust: Cross-certificate issued to
other root CA that contains constraints:
A validity period
A Length of path
ANames
A Certificate policies

o Bridge CA can be used for indirect trust
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CA Hierarchies and Cross-Trusts

o Cross-Trust = subordinating to each other

o Typically established at level 2 (Root CA
untouched
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