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Questions? Open Issues?
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Agenda: Lecture 3

1. Wrap-up PKI basics, cover open issues

2. Smartcards and tokens (User AuthN and AuthZ)
A Certificate Enrollment Processes

3. Real Life Example of a CA hierarchy: Life times,
revocation lists, processes, digital signatures

4. Authentication protocols used in networking
(Machine AuthN and AuthZ)
A RADIUS
A EAP/802.1x
A IPsec

5. Overview on related technologies
1. Federation, meta-directories, identity frameworks
2. XrML certificates and rights management

Wrap-Up: PKI Basics and Labs




Certificates and Keys

o Certificate associates key material and
identity.

o Private keys stored in protected store at
the client.

0 Public key is sent to certification authority
together with a request.

0 Signatures are used to prove the identity
of a client ("PKI subscriber") to an
application or person ("Relying party")

Infrastructure and Processes

o Directories hold:
A Public keys of certification authorities
A Public keys of end entities
A Revocation Lists
0 Requests may be subject to additional
processes.
A Inspection by a registration officer
A Out-of-band / face-to-face check of identity

o ldentity management has to be in place
BEFORE certificates can be issued.




Lab Infrastructure

o Demo / overview on components used in the lab:
A LDAP Directory = Windows Active Directory
A Directory contains users

A Directory server is also Kerberos server, user logon using
Kerberos

A Windows certification authority, hierarchy with two levels

A Certificate attributes are governed by certificate templates
A also stored in directory

A Enroliment of certificates: Via web site or via MMC
(management console)

o The next section will introduce additional tools (not in
the lab version) to support smartcard related
processes.

Smartcards and
Hardware Tokens

Strong User Authentication




Smartcards and Certificates

o Smartcard = hardware storage of
cryptographic key and certificates.

o Two-factor authentication
A Something you have
A Something you know

o Typically issued to users

o Example of smart card for a machine:

A Hardware security module (HSM) of certification
authority: Tamper-resistant i "self-destruction”

Intention / Agenda

0 Smartcards / token are often used for
authentication in a general sense (corporate
security badge).

o In most European countries "citizen cards" are
Issued to citizen which can be used to
authenticate various applications.

0 Solutions are difficult to plan due to different
requirements of IT and other departments, such as
facility management.

o This lecture covers the "crypto part"

o Inthe IT world / crypto world smart cards are used
to authenticate against a broader range of
applications than software certificates.
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Why Smart Cards?

o Protection of the private key!

o Software stores

A Protected by additional key, generated from
%asspfhrase or operating system password / user
Identifier.

A Subject to brute force attack against passwords A
g1ay be performed offliine, on a copy of the key store
ata

o Hardware stores

A Operating system / middleware of the card prevents
export of the key.

A Brute force attack requires the physical card / token.
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Why Smart Cards? (2)

o Different client applications may expect
the find the private key in different key
stores (Windows store, PKCS#11)

o Smart card interfaces are typically
supported by a broader range of
applications.

A Note: There are also software key stores used
as "virtual smart cards" which are comparable
to smart cards with respect to application

support.
PP P




Why Smart Cards? (3)

o0 Software certificates are bound to a software
"profile" of a user or machine.

o If users need their private keys / certificates
at different machines, keys have to roam.

o Challenges in software key roaming:
A Fail safe write to network location

A Usage of directories: Increase in size of data
stored in the directory.

A Has to be supported by every client
o Smart cards roam "by design"
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Definition: Smart Cards

o Cryptographic chip A processor not only storage.

A Cr?_rr;bined devices available ("USB stick" + crypto
chip

Programmable
Secure storage for keys
Shape may vary: credt card USB token

A card / token may also hold different chips, such
as RFID chips controlling physical access to
buildings

0 Require middleware to be used in operating
systems and applications.

O O O O
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Virtual Smartcards

CAPI-Enabled
Windows Application

o Example: CSPid by

0 "Looks like a smart
card" to applications

o Software key storage
file (encrypted) that
can be accessed via
various interfaces.
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Smart Card Usage

o Interactive logon A Kerberos tickets

o Logon to web application A certificate
mapping

o Remote logon: VPN (Virtual Private
Network)

o Code signing

o File or disk encryption

A Note: Private keys should be recoverable i
this depends on the smart card type
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Smart Card Selection Criteria

0 Support of smart card middleware with different
PKI clients / applications

o Cryptographic algorithms and key sizes

o Storage size: Number of keys that fit onto the
smart card

o Combination of smart crypto chip with other chips
on the same device

o Form factor: Usage as a company card (credit
card shape) or combination with OTP token (one
time password)

o Physical stability, life time
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Issuance of Smart Cards

0 By the user himself or by a Registration Officers /
Enrollment Agents

A RO need to be trusted, because they issue authentication
tokens to highly trusted persons.

A Risk: A smart card permits an admin to logon as a user
without the necessity of a password reset A the user does
not notice the theft of credentials

Submitted requests may required additional approval

o0 User might be permitted to renew the smart cards

themselves. Example:

A Initial issuance: By a registration officer

A Renewal (*). By the user himself as long as the user still
has valid certificate.

A (*) Renewal = Issuance of new certificate (new request),
but the new request is signed with the existing key.

o
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Processes and Roles

0 The user and different administrators have
different levels of permissions in the smart
card lifecycle process

o Enroll for a card (for myself)

o Enroll for a card on behalf of another user
o0 Approve a pending request

0 Retire a card

0 Administrators act in roles based on some
other kind of credentials (username /
password or certificates).
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Registration Process and ldentity

o (Remember general questions for lab 1)

o Automatic registration process can be based on
credentials of the logged on user
A User can be added to a group (without direct

interaction with the user). On the next logon, the user
Is prompted to insert the card and enter the PIN

A 1ssuance of strong authentication tokens is based on
"weaker authentication".
o Chicken and egg problem: Issuance of tokens for
identification has to be based on another process
for identification

20
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Remember Lab 1

Directory provides certificate templates
(blueprints). Blueprints in lab 1 are used for
Issuing software certificates.

To issue smart cards, "only" the key storage /
cryptographic service provider needs to be
changed.

Templates are "published" at a certification
authority before users and/or ROs can enroll for
certificates

New in this demo (because cards are used instead
of software store):A card management / certificate
management adds an additional interface: Exit
module / policy module.
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o

o

Demo: Pre-Requisites

Note: The card management software tool is not
Important T the tools just needs to provide support
different processes and workflows.

Middleware has to be installed

A Cryptographic Service Provider

A Tools for local management of the token / card

User and/or registration officer need enroliment
permissions (directory, database)

A key pair is generated locally and the request is
sentto a CA

A Different tools might be used for submitting the
request

22
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o
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o
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Card Management: Demo

Microsoft Identity Lifecycle Manager is used

to demonstrate typical card management
functions

Not only certificates and security principals
need to be managed, but also the physical
cards.

Card lifecycle: Enrollment, renewal,
replacement, retirement.

Helpdesk task: PIN reset, issuance of
temporary cards.
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Demo Details: Process Example

o

Retire a card already managed by the card
management system (otherwise not usable for
other user) (as Adminisrator)

Initialize the token: Erase existing key material (as
Adminisrator)

Enroll for new certificates: User self-service
Approve a request a CA manager (=Administrator)

Finish process as user by supplying additional
information.

Reminder i lab 2: Although less complicated, also
SSL server certificate issuance needs some level
of procedural control.
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Demo: Preparation of a Token
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Demo: Self-Enrollment

Yau can select a profile template for enrollment,
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and then dlick Next,
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@ Certficate Liecyck Manager 2007 | |
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Certificate Lifecycle
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Profile template:

@ _Test 2 Smart Card Logon
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.
Certificate Lifecycle Review Details of a Request el
Manager 2007
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Approved [6]
Executing [27] Common Tasks

[ Use this section to perform

Approve Request ]

You can review the details of a particular request, and change related infarmation for it, as your
permissions allow.

General Information

Type Enroll

Status: pending

Originator: GALAXYAtestL

Target: GALAXYitestL

Submitted at: Sunday, June 17, 2007 12:34:08 PM
Comments: 1 am requesting certs. for a card!
Data callection complete:

Profile template used: _Test 2 Smart Card Logon

Request priority: 0

Registration Information

This section displays data collected during the request’s processing.
Semple Data ltem Some other name

nation

Help
display information abaut the card from which the request was made, as well as
1

Enter the information needsd to aporove the request, and then dlick Approve Request.
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Sample Data Item:
then ol
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view the request’s history,

Approve Deny. Cancel

Reguest priority: 0

One-Time Password Information

[ apprave the requsst Make sure you pravide the following information to the appropriate certificate subscriber.
One-time password 1 0Bx3-92CB-DREW-E30F

Approve Regues!

View Pending R=uue?7

Demo: Finalize Request

Approved [Execute]

Request Enrollment

You can Use s page o complets an snrcliment reques,
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hen chick Neat. ltems marked
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6/17/2007 12:34:08.560 ... GALAKYtestl

Validate One-Time Passwords Help

Help
L You ean enter the ane-time passwords you received, in arder to continue processing
your request.

Note If you have only one ane-time passwaord, type it in ane of the following boxes,

Enter Passwords

Type the one-time passwords One-time password 1
that were distributed to you. o3 5208 OREW S

One-time password 2:

S
additicnal infermatan, Frvstemg roamest o] -
Next Cancel

Next cancel [ Creating certificate request

nsert Smart Card

Q Asmatt card has been selected. Press O to continue.

Certificate Lifecycle Manager

Client operation is in progress

PN

— [Feme
Confirm FIN: ]

Smart card readers: Smart card inserted:
<] [eTokenCadH4.20

Smart card statue

[The cardis being shared by another
pracess.

wsina 2

Cancel Detail <<

vald | PIhRule
ves Maximum PIN length: 14
ves Minirnur PIM length: 4
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Demo: Correct CRL Error and Finis

Enroliment Request Wizard

[ e oton  spems

= |AF FRB @

Help

i, Frocessing errar: Errar generating requested certficates. The aperation completed

suceessfully. 0x0 (WIN3Z: 0)

Yaur enrollment request is being processed. Do not remave your smart card fram the

er,

Please wait ..

Enroliment

Generating certificate requests and submitting them to the certificate authorities

tels

=2

850 Berecue e
s
01,08.2007 18116
04.06.2007 10:22

!
[ ey
l
!
04062007 1% 1
i
!
i

04062007 120 1
04062007 1341 14.06.2007 1341
04062007 15116 14.06.2007 15116
04062007 165 14.06.2007 1684
04.06.2007 1914 14.06,2007
13.06.2007 1040 23.06.2007
10062007 1124 22062007

Retry Canc

ot S G, g, 5
it 17 3 207 12 0521

oy

nary
dDeta

[y —
(] e

Request Complete

The following summarizes the request that mas just executed

Request Summary
Far mors details sbout the request, click the request trpe.

t Enroll
+ st Completed

GALARYEsstL

Sunday, Juns 17, 2007 12:34:08 P4

Smart Gard Summary
For more infarmation, click the profile name.

Help

Maddin Enowledge Systems Ltd.:00Dezcfc

Active

Main Menu
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Demo: Certs. on Token

2 eToken Properties

eToken

e

S

eTakeniJser [A.,

\

Local Machine

Advanced (8 Initialization Refresh 2 Help
£ S ol =

eTokenUser [PRO]

Detal | Settings  Certficates & keys | Adrinistator |

@ Exchange key <Smart CardKCDS000D00248CCB10. .

Delete.

Import CA Chai

5ot a5 Defaull

ey Protection,

AU ey,

Version [5]
Serial number 14 a1 82 c 00 00 00 000055
Signature algarit. . RSA_SHALRSA

xy, gala, Everything lssuing CA

Wald From Sinday, June 17, 2007 10:50:12 AM
Walidto Manday, June 16, 2008 10:50:12 AM
Subject xy, gala, 1LMDemo, Test 1

Import Certficate,

Refresh
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